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1. INTRODUCTION

The methods for designing telecontrol systems vary
very much in different countries due to different con-
ditions. These conditions could be of a technical
nature, e. g. power production and grid, as wellyas<of
an organisational nature. One is also dependent on the
techniques and economics of the control system compo-
nents, e.g. computers and communication equipment. The
report discusses the most common methods for designing

telecontrol systems, but many other methods could and
will be applied in the future.

‘Theie are also many other factors affecting the tele-
control structure. In mOSt.countries remote control is
applied to old as well as new generating and transformer
stations. In addition, o0ld remote control is often mixed
with new remote control in the same centre. .Putting in
new control systems without‘diSturbing the powér system
operation too much also causes problems.

A telecontrol system is an on-line real time system
operating continously and comprising both hardware and

software. The following requirements affecting the
structure must be considered:

(1) Response Characteristics

Resvonse characteristics are important in controll-
'ing a power system. It is especially important that

rasponse to a power system fault is actuated within
the allowable time.



(2) Availability and security

Availability and security can be affected by
the choice of the back-up philosophy.

(3) Operation characteristics

The system must be designed so that the operators
can respond quickly and accurately.

(4) Expandability and maintainability

Expandability and maintainability aim at maintaining
the system for a long time, and both hardware and
software should fulfil these requirements in

order to respond to alterations .in thé’power system
facilities and operation methods.

This report on the structure of teleéonfrol centres

and overall systems should be considered together with

a separate report on the functional requirements and

a future report on the interfaces of telecontrol systems.
The report is applicable to dispatch (decision) centres
in the higher part of the hierarchy as well as to

remote control centres. ’

The systems which are in use today ( discussed in Chapter 2
have a structure governed by present-day techniques.
New systems will, however, be greatly influenced by new

components, techniques and methods. This is discussed
in Chapter 3.



2, STATE OF THE ART
2.1 CONFIGURATION OF FUNCTIONS
2.1.1 General

The structure of telecontrol centres and overall systems
is largely determined by the operational philosophy
established by the authorities for the management of

the power system. The mohitoring of the system is highly
complex, since it must satisfy multiple operation requi-
rements specific to each power station/outstation, taking
into account the mutual interaction of conditions. At

the same time it ﬂust comply with statutory laws, regula-
tions and economic'criteria for the proper functioning

of the whole of each individual outstation. Turthermore,
unforeseen events liable to affect the proper functioningt
of the whole power system must be predicted and kept to |
a minimum. From the foregoing it follows that operation

must be split up intd'different levels of responsibility..

Ir countries with a naticnzl electiricity authority,
the power system might include some or all of the
following levels: | '
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From the foregoing it is sapparent that the same words,
e.g. Area, may be useé to define different responsibility
levels within the power system and may give rise to

some confusion. However, parallels can be drxawn.

For example, the function and responsibilities of the
'Tool' Area Control Centres are similar to a National
Control Centre, similarly a Major Utility (or group

of Utilities) Control Centre corresponds to a Regional

or Area Control Centre/District Control Centre.

It seems useful to divide the different functions on each
level of hierarchy into application functions (such as load-
frequency-control, state estimation, autcmztic switchirg)
'and‘control system management functions, which means in-
ternal functions to control and ensure correct operation

of the telecortrol network (i.e. line protocol functions,
routing functions, end-to-end dialogues, building of
messages, etc.) and for further data Processing in the

whole installation. '

It can be necessary to define

- control system management functions on each level

-~ application functions on each level

~ demands of different application functions on telecontiroi
systems on each level

At NCC and ACC, sometimes also at outstations, main computer
syétems will perform application and cOntrblwsystem ranzge-

ment functicns. Cornirol system management functions can

be handled‘by front-end -processors in multi-computer. systems.

nterfaces between application anéd systexr management functions

m i

hould te cefined. As microprocessors and minicemputers
are introduced mere 2nd more into teleconirol sysiems,

software is becorming an increasingly important element of the
telecontrol ecuipment in both conirol cenires and outstations.

Ir the cdata transmission netwerr serving different
centres, separation of "communicaticn™ and "processing"
is &z fundamenizal philosophy.

The structure of a telecontrol system affects several functio-
nal characteristics.
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For example, if the structure of a distributed or hierar-

chical system is modular, then it has the fOllOWlng ad-
vantages:

- Structural suitability

The power system operation is divided hierarchical]y

according to voltage hierarchy, which means thzt the

-operation has a modular conception. A similar rmodular
conception of the overall control system design gives
an 9as§ way of vpdating the contro! system according -
to the power System overation develorment,

- Availability

Availability in the telecontrol syétem can be achieved

by not excessively concentrating telecontrol systems.

local faults do not affect the whole system., A back-up
between the different hierarchical levels is also possible.

- Extendability/flexibility

Internal modularity in the design of telecontrol sysiems -
can more easily adapt to extensions and alterations of
~the power system and power system control., It must be
possible in te econtrol systems to update capacity and
functions step by step.

-~ Specification and implementation are simplified.

- Maintenance is facilitated.:

2.1.2  Control System Fanagement Tunctions
2.1.2.1 System Manzgement Comduter *r

CETams (Table 1)

This describes cnly on-line processing progrars and Jdoes
£f-line processing presrams such as adminisiratic:

emand and supply plans, werk step rlans, reliability

forecasting ané optimumr system desizgn pdlans, etc.).

On-line sysiems should be co-ordinzieé with off-line systems
and data exchange should be possitle. Data bases should be
arranged for this purpose, which means that sgpecial care
should ve tezken in the co-ordination of files and data

bases in off-line 2and orn-line gystems (i.e. for pover
scheduling, for load calculations etc.)



System Management Program

Explanation

a | Data collection and Collection of indications, measurements
distribution etc. gent from remote terminals, and

distribution of control information

b | Data communication Transmitting data on request or cyclieal-
‘between centres - ly between adjacent'cehtres or centres

serving other voltage levels.

c Console input/output Processing of demands from the console,

‘ function indications and alarms to the console

d VDU input/output - Processing of data genération, input and

: : output , etc, for VDU displaying data

e | Mimic board function  Output of indicationé;{ﬁeasurements.etc,

| to the mimic board.:

- T System‘amendments_ Processing of changesfinfconstants,

' | tables and data arising from power syster
development, without disturbing the use -
of -the mimic board.

g | Extensions to'fhe Performing the proceSSihq required by
operating program application programs.

h | Supervision of the Supervising various parts in a telecontral
availability of system, i.e. RTUs, telecommunication line
hardware (control computer interfaces, .CPU, visual
system toyology) displays, printers etc. and giving an

' ~alarm indicating which part is unavail-
able.

Table 1. System Management computer Programs




2.1.2.2 Communication Networks

The choice of the structure of the communication network
should be made by starting with the primary bperational
requirements of information transfer, such as time-

response; availability, transfer rate, etc. The network
ought to have at least the following features in order
to be effective: '

(1)

(2)

3)

(4)

Transvarency ©Of information

Data link control protocols should be used, which
enable one to combine bit oriented information (i.e.
indications, measured values) and character oriented

information (i.e. ASCII or BCD codes) without any
restrictions. |

Standardization of exchange method

Transmission and exchange of ali’types of operational

information, both monitored information and control

" information should be transmitted'by means of stan--

dardized frame formats. Oniy a few :significantly
different frame format classes with appropriate
rules for treating variable information field lengths
should be defined.

Expandability | o ® _
Modularity for both hardware_ahd'software should be
employed to ensure high expandability{w

Reliability, availability and serviceability

The network should provide an appropriate standard
of reliability, availability and serviceability.

For example, a modification or confirmation of va-

rious tables could be made by operating a typewriter,

a network diagnosis should be made by test programs
and messages, detailed monitoring and alarming func-
tions could also be contained. The concept for main-
tenance should be applicable to the specific condi-
tions in the vower company concerned.
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(5) Full compatibility with existing facilities,
In many cases thenetwork must interface with exist-
ing facilities such as telecontrol equipment using
cyclic data transmission.

A functional and software configuration of a network
is outlined in Appendix B.

The configuration of data links between a front-end-

system and main-computer-systems should also be thought

of in respect of the reliability of the hardware. Defining

the interfaces between two systems, the advantages and
disadvantages of configurations should be analyzed in
respect of the reliability of the hardware and the soft-

ware.

Data exchange between NCC and ACC and/or ACC and out-
stations with telecontrol equipment of different manu- ,
facturers is often necessary. Therefore, it is desirable

to define data formats, transmission procedures, error

v:strategiesand addressing methods in order to simplify
orvstandardize the hardware and the software required
- to interpret telecontrol messages of different manu-

facturers and to limit the number of front-end-processors

in control statioms.

2.1.2.3 Functions at a Collecting Point (CP)

Functions at a collecting point are largely dependent on
the choice of the configuration of the network. They may

~ include:

(1) Data assembly function

The data is checkéd, blocked and addressed according
to the rules prescribed for the network.

This function must have interfaces with various
existing transmission facilities.

(2) Data exchange function

Data blocks are transmitted at high speed between
nodes. At a CP, these blocks are exchanged according
to the description of headers attached to the blocks
when they are assembled.



11

Transparency of information is important in the data

link control procedure used in communication with
CPS.

(3) - Data disassembly function

‘When the header indicates processing of data at
the q?, the block is disassembled for processing
at the centre.

According to need, disassembled data is transmitted
to the appropriate point (e.g. RTU).

(4) Other functions

‘Otheramajor functions are data linkage for duplicated
operating systems, monitoring and alarming for sys-
tem operation purposes and automatic switching of -
duplicated equipment. A separ&te processor may be *
employed for these miscellaneous functions.

2.1.2.4 Functions at Power Stations/Outstations

In the RTU at power stations/outstations the management.
functions at the lowest level are normally monitored and.
contrdlied,from-a higher level (NCC, ACC and DCC). In 7
outstations a telecontrol‘éutstAtibn, i.e. remote terminal
unit (RTU), is required to interface to the power plant
and convért status indications,valérms and analogues etc.
into coded telegrams for transmission to the control.cen-
tre. In the reverse direction the RTU shall decode control
or set point telegrams and output these signals to the

plant according to conditions set by the local control
eguipment.

2.1.3 Application Functions

The division of application functions among control cen-
tres of different levels tends to vary, to some extent,

in various power companies and countries. The following
represents some typical subdivisions.

2.1.3.1 functions of the National Control Centre (NCC)

The fgnctions of the National Control Centre can include:
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(a) Co-ordination of the Area Control Centres.

(b) Economical load dispatch. (Allocation of power pro-
duction for best economy with a given degree of sa-
fety).

(c) Monitoring and control of inter-area tie lines and
national power exchanges with'adjacent and other
countries. Exchange of vower with other adjacent
electric utilities on a short term basis. |

(8) Responsibility for action to avoid interruption of

generation and to improve power transmission system
performance.

(e) Collection in real time mode of all data of the powe
' system for storing in a data bank which will be used

for the authority's forward planning and statistical
data. -

- (£f) Supervision of security within the network.

(g) Co-ordination of recovery actions after a major

black-out.

(h) Load fregquency bbnttdiféétions.

The telecontrol systém requi}edvto fulfil the above
functions is normally computer based and includes visual

display units, event and data loggers, and an overall HV

transmission system configuration diagram (mimic board).

The size of the computef system will be dependent on

whether provision is made for an extended real time pro-

. gram (e.g. State Estimation, Security Assessment, Hydro

Thermal Optimization etc.) or whether these tasks are
carried out in an off-line mode on a separate computer
installation.

2.1.3.2 Tunctions of the Area Control Centre (ACC)
The functions of the Area Control'Centre would include:

(a) Carrying out all the NCC instructions including the
scheduling of generating olants.

(b) Dispatching of lower voltages networks.
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(c) Responsibility for authorizinq the switching on of
the HV transmission system.

(d) Supervising inter-area MW and MVAr transfers.

(e) Ensuring adequate transmission capacity and stability.

(£) Superﬁising and controlling busbar voltages.

(g) Remote control of outstations. (Depends on the
size of the power network).

(h) Dealing with unexpected incidents.

(1) Monitoring of the security of the equipment and the

staf€f.

2.1.3.3 Functions of the District Control Centre (DCC)

If the size of the Area Control system is too large to .
be handled in one control room, it may well be necessary .
to introduce another lower level of responsibility, for
example,a_District Control Centre responsible for the
managemént of the distribution system and in very large
systems the subtransmission system.

The functions of the District Control Centre would in-
clude:. - o

(a) Liaison with the Area Control Centre.

(b) Switching of the distribution networks by remote
- control

(c) Load shedding.

(d) Supervising adequate system capacity.
(e) Dealing with unexpected incidents.

(£) Monitoring of the security of the equipment and the
staff.

The'teleccntrol system required to £ulfil the ACC and
DCC “unctions could be a shared computer based master
system, if the control rooms are in the same building.
The system would be primarily a data acquisition and
display system with remote control facilities. The
display facilities would include VDUs and mimic diagrams
and event and data loggers.
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2.1.3.4 Application Functions at Power Stations/Outsta-
tions - ]

Application functions are not normally included in RTUs
at power stations/outstations. However, there are statior
where some of the allocated tasks such as remedial mea-
sures and water surface regulations, are automized. Thése
are usually called local automation functions. With the
new computer based equipment in centres and stations,
finding the best allocation of functions can cause problex

2.2 CONFIGURATION OF TELECONTROL SYSTEM EQUIPMENT

2.2.1 . General

A telecontrol system links the outstations, DCC, ACC and
NCC. The system should have sufficient redundancy to
ensure that no loss of equipment or telecommunication
channels will cause loss of information from a major part
of the HV network.Reliability must therefore be of such

a level that a single failure'can cause loss of informa-
tion from isolated stations only. From the telecontrol
point of view any grouping.of 6utstations must take this
constraint into-consideraﬁion. To ensure higher reliabijn
lity,_the telecontrol equi?mentdas well as the telecommu-

nication channels may_also-exceptionally be duplicated.

Information for power system operations, i.e. data

‘transmission, can be transmitted through various network

configurations.

The organisation of the data network is probably the
most important feature of any large telecontrol network

and, as such, requires the appropriate amount of attentiof
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Data transmission network configurations can be broken dou
into a number of basic functional elements, which consti-
tute the basis of all composite network configurations.

These functional elements are described in sections
2.2.2 and 2.2.3.

A control centre consists of one telecontrol equipment
and usually serves more than one outstation. The number
of link terminals (data circuit termninating equipment)

in a control centre may be more than one. The organisa-
tion of data transfer is different in the cases of one
link terminal per outstation or one link terminal for all
outstationé together. This fact has to be taken into

account while representing the functional elements by
symbols.

The following $ymbbls are used:

I ll Main control centre

Control centre with one or more link terminals,

The small circles inserted into the syrtols for control centres
symbolize the number of link terminals per control centre.

Outstztion, conirollecé station

Information collecting, concerntrzting and/or
exchange points.

O D

Data transmission channel

__________ Standby data transmission charnrel (multirouting).
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This configuration connects two.telecontrol
stations and is the simplest type possidle.

b) Multiple poini-to-point configuration

~The control centre is connected to the out-
stations by one link terminal per outstation.
At any time all outstations are allowed

to transmit data to- the control centre which
in return may transeit messzges to oneé .or
more outstations-simultaneously.

¢) Multipoint star configuration

The control centre is conrected to more
than one outstation by one commorn 1link ter-
rin2l1 and by common or separate data link
eguipment., At any tire only one ouistation
is allowed to transmit data to the control
centre. The central telecontrol equipment
may transmit data either to one or more
selected outstations or global messages

to all outstations simultaneously.




-di Multipoint-partyline-configuration | : A7

-—em M e m TR G ep S Em s m R R e em s . S G D G e T S am e W wm e

The control centre is connecied to more

than one outstation by a common path., The

2 restrictions imposed on the exchange between the
central and outstations is the same as in

the multipoint-star-configuration (2.2.1 c).

[

____JCX The multipoint-partyline-configuration can
‘be completed into a multipoint-ring-configur-
ation by a standby data transmission channel.

{5 | This is a preferred method to improve the
availability of the communication path., If
the path is interrupted in some location,
full communication is maintained, since every

/\ station can be reached from two sides of the

ring. Ring configurations are usually: of the
multipoint type. :

e) Composite (hybrid) configuration .

. g T ——— — — — ——— D — S — —— — —— — — A —— —— — — ——

Configurations of tihe tyves 2.2.1 a)-d) can be combined in a great
varieiy of composite configurations. The most important variety is
the meshed network configuration in which communication among any
stations is requires, :

Informaticn collacting, concentrating and exchenge Ddoints have to
be inserted.

Multirouting as shown ir subcizuses 2.2.1 &) and e) increases
the reljabilitiy and availability of transmission,
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2.2.3 Confiquratiohs Between Control bentres and_Collecting

Points
The data transmission network between the control centres and collec
ing voints can be divided mainly into two types, the star structure
and the mesh structure.

Selection between the two tyresdepends on the telecomunication network
Other factors affecting the selection are presented in table 2.

I -

‘a) Star structure (v) Mesh structure

The mesh structure can in practice have a great many different
applications., For example loop/ring may be seen as & specizl
case of the mesh structure.

Zxamples of the mesh structure:

- o - E D gy S —— S = -

(v2) Loop/ring

g v



~Star structure

Mesh structure

Remarks

surity
liability
vailability .
intainability

Since information
required at the
periphery is con-
centrated at the
upper centre, a

- problem at that

centre can have
a considerable
effect on the
peration of other

|__centyes,

A fault in the centre
does mot effect infor-
mation transfer around
the periphery.

Lines must be
duplicated to pre-
vent interrupt-

_ion of informa-
-tion flow.

Line duplication is
not necessary if »
routing is performed.

Time delay

Normmally constant,
because the route

'is;fixei,

" Normally small varia-

tions depending on
the routing.

Expandability

imaxasecf in-

 formation and

nutber of lower

_ centres is re-

stricted by upper
centre capacity.

High expandability,
as routing egqualizes .
loads on cammnica-
tion links.- '

Table 2.

Comparison of Star and Mesh Structure
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2.2.4 Telecommunication Channels

Pactors which influence the:arrangement of telecommuni-

cation channels between outstations, power stations and
the control centres include the following:

(a) Response time

(b) Information transfer efficiency
{c) Grouping of outstations

(4) Speed of signalling

(e) Available channel bandwidth

(£) Alternative routing '

An acceptable response time is achieved through a mutual
dependence of factors b-f. For example, if the outsta-
stions are connected to the master system on an individua
basis or in a péint-to-point configuration, the signallin~
speed can be relatively low (e.g. 50/200 baud). Alterna-
tively, if.Severél outstations are grouped togethef in a
multipoiht-partyline%bdnfiguration, the signalling.speed
will have to be correspondingly faster to échieve the
same résponse times (e.g. 600/2400 baud}. The grouping

of outstations with faster signalling qhannels tends to-
make bettet'usé of the bandwidth. The number of tandem
hoos (hops ﬁithbut the regeneration of bit information)
on PLC and UHF radio is limited due to.channel attenua-
tion and distortion. Therefore, it is not possible to
specify data channel bandwidths and the speed of signall-
ing without knowledge of the HV network specifications,
and the telecommunication system. In general, however,

if multi-purpose PLC or UHF radio circuits are used as

‘carrier channels, the speed of the signalling from the

outstations to the District and Area Control Centres will
be 50/600 baud, whereas the channels connecting the ACC
with the NCC would be 1200/9600 baud.

These matters are treated in greater detail by CIGRE working
groups WG35-03 Teletransmission and WG35-04 Transmission
Systems.
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2.2.4.1 Main/Standby Channels

A channel between the centre and a single outstation is
normally not duPlicated. The channels between a group of
outstations and the centre will generally be duplicated as
'*Main' and 'Standby' Channels. Where it is possible,

the standbyﬂchanhel should be routed differently from
the main channel to avoid simultaneous loss of both
channels due to the same fault, Similarly the channels
between the ACC and the NCC will be duplicated as 'main’
and 'standby' and, if possible, routed over different
communication circuits.

2.2.4.2 Mesh Structure

An alternative method to the main/standby channel sys-
tem is to provide a message switching system in which

the data-from-butstationsland centres are collected at
various concentration or collecting points which are T
conneéted together in 'a mesh stru¢tﬁré allowing at 1eas£.
two alternative routes to and between the Control Centrés.

2.2.5 Control Centre Structure in_Telecontrol Systems

The control centre structure in telecontrol systems
néturally,vgriesldepending on the operafibnal organisa-
tion, the_extent of control, the number of desired
functions, and so on. o

The computer based master systems at the National Controil
Centre and Area Control Centres must be fully redundant
from the hardware point of view and carefully configureqd,
so that no single fault can put the system out of action.
This applies particularly to power supplies.

The structure of the master system (see Appendix C) has
been based on a medium or large HV network, which makes it
highly desirable to have a front-end computer system

to handle the data acquisition. The duplicated main
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computers are then relieved of this task which other-
wise might require too largé a percentage of their

load and have a serious effect on the VDU display respon-
se times and capacity for real time program execution.

Of two duplicated main computers in operation, one (on-
line computer) is WOrking whereas the other is meant for
back-up purpbses (hot stand-by). Both are updated con-
tinously from the front-end system. Various chanqes in
constants and parameters (Operational Data Amendment,
ODA) can be carried out on the back-up computer and
transferred automatically to the on-line computer via

an inter-computer data link between the main computers.

System Amendment (SAM) is also carried out on the back-
up computer.

©2.2.5.1 Hardware Function and Structure

' The hardware function modules can be divided into four

main varts as follows:

N ©)

Man/machine interface

(1)Central unit . . (E)Comhunicat;on
Operation/control/memory — line inter-
- face

(:) Other: system
structure control

The modules are explained in detail in Table 3.
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Hardware function
module

Purpose

Bquipment

Heart of business

0 Central processor

Central unit processing, = o Internal memory
, (See table 4) o External memory
‘Man machine Interface for O See table 5
interface operation and '
maintenance
personnel

Camunication line
interface

'For communication
" between each

station of the
system

ont end processor or network
'Camunication control adapter

Other: system

structure control

Control of tele-
control system
structure

o Switching equitment of duplicated
svstems

-0 Line switching equizment

Table 3. Hardware functions
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2.2,5.2 Software Function and Structure

The complexity of the Control Centre software does not
allow it to be described in detail. The main pvart of the

operation programs controlling the system is called
the operating system.,

The operating_éystem of the telecontrol system is devel-
oped by each manufacturer and tailored to the computer
itself, It can differ in each case in the following

four aspects:

(a)

(o)

(c)

(d)

Basic design of the operating system

Operating systems can either be designed as a
series of different complete systems, from which the
user selects the most appropriate one, or asla
group of program packages from which the user selectis

"ihe programs he needs and assembles them to forr &

complete system., (For one example see Appendix D.)
The limitation of the operating system

The operating system may or may hot be considered
to in¢lude language compiling, various facilities suck
as system editing, various diagnostic¢ programs, simu-

lators and data generators, etc., in addition to the

monitor.
Tho level of the operating system support for appli-
cations '

The operating system may control peripherals either
directly or through the application programs,

'Terminology

"Task", "program", "job" and "background jodb", for
example, all have different meanings in different
systems.,
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The main functions of the operating system are:

task control

(a)
(b) - input/output control

(c) system operation control

(d)

file management

(e) jéb}management

They are-exﬁlained in detail in Table 4,

2.3 MAN/MACHINE INTERFACE
2.3.1 General

The bvasic requ1rements of the man/machlne.interface are to
provide: ‘ '

- operational personnel with adequate and reliable
real-time information on the actual status of the
v DoWer‘system and cperating possibilities to conirol
- the power syster in both normal and emergency
51tuatﬂon

- malrtenance-and suppdrting‘p' SOhrel with adequate
informatlon and facilities to malrtaln and updzte

>'the system, ."

4eprotection against human errors,

- guidance for the operator_ln'eme-gency situations
simulation studies.

2.2.2 Functicns

The functions of the man/machine interface can be divided into
six main groups which can be described as:
- Indications,
to monitor the ac»ual power c1rcu1t arrangements and all
xlnds of alarms., '
- ieasurements,
to supervise the loading situations, voltages, nroduction
and consumption of electric energy.
- Commands,
to carry out the different kinéds of com—z2nds in order *o

initiate a change of state ir the onerational nower egquipment.
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Clsssification

Opcrating
system function

Explanation

Task control

Hain"memory
control

Manages the cfficient allocation of
vork areas to tasks

Task priority
and parallel

|Controls event and wait statuses and

schedules task execution according to

processing task priority level.
Interrupt Analyses interruptsgenerated by internal
processing and external events and executes the

appropriate routine.

Timer control

Controls internal date and time and
performs task start, delay, repeated
start, indicated time start, etec.

Input/output
control

 Auxiliary memory

input/output
contrql

Input/output processing for the
auxiliary memory devices such as drums,

jdiscs and magnetic tapes.

‘1Process input/
output processing

Input/output control of digital input/
output, analog input/output, etc.

Peripheral equip-
ment 1nput/output

Input/output. processing for
typevwriters, CRTs, line printers, etc.

between computers

processing

Communication Input/output processing relating to
input/ information transmission with other
output: processxng centres or remote terminals
Connection Input/output processing relating to
processing information transfer between computers

System oper-
ation cor.trol

Error processing

Supervises the operating state of

‘|system devices and processes alarms,
1aborts end change-overs,

ete.

Multisystem
control

Superviszon of multisystem, data
transfer, device transfer.

Control between
hierarchical
levels

Controls data trans-

wmission, back up transfer, starting/

restarting, etc. between h1erarch1ca1
levels.

File management

File management

Access protection, control of
reading and writing on wain storage,
extended storage and auxiliary storage

Job management

Operation
utilities

Tasks necessary for system operation and
maintenance. Used on line or off line.

Language process-|

ing

Compiling, essembling, 2nd linking
-of source programs_ and
conversion to executable programs

Program develop— |Editing, copying, ¢hecking, test runs,
ment utilities etc,
Tatle ¢, Mzin functions of the Orerziing System
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Data base interactions,

fysiem amendment and maintenance,
to vpdate the telecontrol system due to extensions

and changes in the pbwer system and to monitor the tele-
control system itself.

Cortrol ahd supervision of the dataacquisition system.

2.3.3 - Egu1oment

The functions mentioned above can be carried
out by the following main items of hardware (Table 5):

Mimic diagram

It is used to\fepreéenttﬂe topology and sometimes measure-
ments of the power network. Active and/or passive elements
on the mimic diagfam may be used to éisplay the state or
to initiate‘commands to the power system .equipment.

Table 5 includes details of the functiorns which can bte
accomodated'on a mimic diagram'.,In practice, however, thsﬁ”
actual number and type of functions 1rc1uaec depend on the
operation Dhllcsophy. The modern treno ’ partlcularly in
the case of dispatching centres, is to reduce the functions,
incluged'onithe_mimic, but in other cases mimic diagrams
may offervadvantagés’which Justify their use fer rany of
the functions,listéa. :

ir some cases slide projectors are used for static

disgrams of the otjects, e.g. for corplerentary purpose
in a back-up mode.

Control console

The main purpose of the control corsole is to provide
commansd facilities for an operator. In additiorn to that
it also provides some monitoring faciiities which comple-
ment the mirmic diagram.

Visual display unit (VDU)

: addition to the equipment mentiored adove,some kingd
of VDU?system.(C\--dlsplay at tre moment) is selected o
~display more detailed diagrams of the power csystem and
all additional'information collected.
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Object Power system Télecqntfbi system
Function ° quication * Measurement Comsiand Systenm ahgﬁdmenfli
‘Equipment ~— ’ Maintenance
Mimic diagram Annunciator Analog panel metet | Controisdiscrepancy | Lamps
Multi-aspect indicator - | Numeric display ‘ switch Push-buttons
Semaphore ~Segment dxsflay Push-button
Discrepancy sw1tch ‘e.g. quarti » '
Indication lamp ‘Recor er. '
- one/multi colour.
Control console Pp§h~button'1amp: ;Knalog'péﬁél meté:' f'PUsh-butﬁpﬁ o /?ush-buttons T
Indication lamp . ‘Numeric display - - | Control discrepancy §:31§::;r01 stand-b\)
‘one/multi colour Segment display © - switeli. B ’
Discrepancy switch e L Keyboard
Control co%so le - Recorder e
Control dxscrepancy o
swi tch
'video-display (CRT) | Symbol Numeric value Keys. and switches Alphanﬁme:ic (for trafie
Alphanumeric: Alphanumeric sign  Curve Cursor (track ball,. value :::?T:; :;ns
) C , ' ‘ _ e
- Semigraphic 'ﬁBar dlagram oy stick, kgy) Symbols ,
Fullgraphic ﬂThermometr1c scalesf ‘Light’ pen ?K"?'(f°f up dating)

“Poke points

Other peripheral

CRT ~hard copy '

.{CRT--hard copy

1 Ldggiﬁg‘typebti:ér-

, Typév:ifér (iogging)

equipment Typewrlter '7Typewr1ter ' ‘Lineprinter (statistics)
Lineprinter 'aneprxnter -

Maintenance ~ Indication lamps (for

system and transmission
e

Control consol e —_—— alarms)
‘Push=buttons (to control
stand=by devices)

Tahie &. Man/Machine Tntorfsnan
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Contrel cornsole and visual display units are usually
combined.

- Other periphéral equipment

The VDU system is often equipped with a separate hz2rd-
copy device which will make it possible to copy tkre
emergency situations on the power system for later studies.

Thre otherlneripheral equiprent connected to a computer
system and used in the man/machine in rterfaces are deferenf

kinds of printers on which reoorts, llsts and tables are
»rinted.

- Maintenance pznel-

This is'uSed for monitoring the operatiohs of the tele-
control system itself and for the switching of the
standby devices. '

In modern systems it is possible, on .a limited basis, to
use a control console and to have snecial VDUs for mzin-
tenance purposes.

2.3.4 Structure and Ava11ac111t"

For the”proper-operation of the telecontrdl systenm it is
important that the structure of the conirol centre is care-
fully inveStigated. In the case of the'cémputer'configuration
the way the man/machine equinment is connected can have
considerable influence on the availadbility of the whole
systen.

Because of high .availability requirements on the man/machine
interface it is not advisable to connect all the equinment

to.the same-computer - not even in the case oi hot standby

The structure of larger systems is- shown in Appendix
C, Tig. la. In that structure the mimic diagram

and the control console are connected to the front-end
computers and the VDUs and other periprerals are connected
to the main computer. The VDU systems are often under the

control of two or more drivers (see Appendix C),
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Nearly the same avgilability can be achieved by
replacing the usual standby system with three ccmputers
instead of four (Appendix C, Fig. 1b) and dividing tne
functions in normal situations among the three comnmiters.
In case of failure the two ramaining comnhuters can.

take the whole load, but with an adverse effect on the
resoonse time.

To achieve the higher avai‘ab lity of fered by mult*nle
computer systems it is essential that special ettention
should be given to the design of the change-over ané the
switching arrangements between computers.,

2.4 EMERGENCY SITUATICN 1IN CONTROL SYSTEMS

~2.4.1 General

An emerdency situation in the control system can be defined

as a situation where a fault has already occurred.

The emergency situation can be dealt with in different
ways from the ooerat10na1b01nt of view due to svstem
failure conseouences,

Ir the most serious cases of a f 11ure cituation it shoulé
be possible to supervise and cenirol the dower sysien from
a sublevel, or the tasks of the centrol cenire shouléd be

o
o

s
chien

transferred to an adjacent centre. This ¢

1)

ntr
collects the information requireé accordinc to z prz-

determined scheme., In an extreme emergency, conirol can be
exercised from local control rooms and for this rezson

the zdvanizges of retaining such control rocms should be

5

+

orne in mird even when comdrerensive ceniralized control
s implemented., A Turther imporiant matter is to ensuvre

[N

that @ rminimum staff is availa®ie to man local control
roome in such zn extreme situation, The loczl control

P

roomsg, of course, also offer important advantages in

relaiion to stztiior meaintenance orerations.

As a last zctiiorn, vhen no 1
able, the equiprent can bte
dangers irnerent in such a method c¢f operziicn should be
borne in miné, zné this is & ¢

the local conirol rooms.
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The recovery from an emergency situation can be divided
into different steps:

- alarming of the fault
-  fault isolation
- repair of the fault

2.4.2 Alarms

The abiiitv for alarming of a fault depends on how ex-
tensive is the supervision over the faulty equipment or
function. It is very important that both working and
standby equipments are supérvised to ensure high availa-
bility. Fault alarms must also be indicated where there
is someone able to underétand,and interpret them and to
initiate maintenance and'repéir action. Alarms must
alsorbeWAnalyzed to see how they affect the ability to
supervise and control power stations and the power
network. A failure which for examnle occurs in an
interface in the control centre or COlleCtlng point
(concentrator) can be of varying seriousness to the
‘dispatcher the consequencies = depend mainly on the
structure of the control system.

+2.4.3 = Fault Isolatlon -

To facilitate fault isolation in the eguipment or a
function; the system structure is divided into a number
of indevendent units such as line equipment, RTUs, CPU,
interface and modems. The division of alarms (fault
isolation) is very important for the initiation of
repair action and for choosing the correct

measuring equipment, spare parts and personnel for the
repair action.

The supervisory requirements of-the system itself and
the distribution of information in an emergency situation
are dependent on the system structure, maintenance

organisation, personnel skill and availability requirements.
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2.4.4 Fault Repair

For making ar effective repair actior it is very
important to have high maintainatility and rapid

access to maintenance resources, e.q. skilled
personnel, spare parts, instruments etc.

3. FUTURE TRENDS

3.1 GENERLL

JIn order to be able to say semetling about the future

one has to definé the word "future", It is also necessary

to define whether the description annlies to a few exmeriment

al systems or to the gréat majorityv of the systems.Here we.
assume the tenédency for the majority of new installztions

during the next tien years. The raridly advancing techrology
in the field of electronics and computer programuing

makes it impossitle to look far ahead.

It should alsc be pointed. out thst the reguirements of

the "user" will to a very great exteni be the guiding )
factor for the developmenf of new sysiems. This means that
§C32, SC23:and others should define what is their view

of the future requiremehts. '

“Assuming the growth of the electric power systems as well

as the rapid increase in the elecironics and new tech-

.nologies for the use of computers, it should be vossible to

draw some conclusions. Faciors wrich will have influence
could be the use of microcomputers, better communication
with fibre optics and developmenis in computer programming
techniques.

5.? CONFIGURATIOKR Or TASKS

Tre number of new tasks in the field of teleconirol will
increase in tre near future., £ new acdvanced techrology
will enable more exact and vers

‘o

atile performances of the
+tacks than at present (for example time tagging with
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centralized standard time, snap shot, local data pro-
cessing and storing).

Iincreasing intelligence in the ferm of micro/minicomputer:
will enable data compression by using several iypes of
greup commands, initiation of longer automatic

operation sequences anddata transmlsszon of pre-
processed data. '

3,2 _CONFIGURATICN OF TSIECONTROL SYSTZF

' Mhe most significant trend in the development of the tele-
control hardware will be an increzse in intelligence in
each section of the hardware.It Will enable the use of local
automation in comblnation w1th rérote conirol in a
systematic way. ' ’

Using mlcroprocessors as a component, most devices will

be 1nterfaced to each other, a2t least in larger systems,
by some kind of 1nternal bus desi;n (e.g, the IEC-bus).

In this kind of solution it is possitle to distribute
the intelligence and ., as a conseguence, to lncreasetmaale
ability of ‘the functlons in- the systez.

.What is mentiored above is vallc botk in cdntfbl centre
1nstallatlons and in the con;i"uratloﬂ of the data trars-
mission networxs..The PTr ograms ‘cr the mesh structure
tvne of data excqango networks w111 become more generzl.
3.4 .MAN/MACHINE_IﬁTERSAcE

The most signifiéant trend in the develooment of man/
machine 1nter;aces w1ll be an increase in interaction.
This will be p0551b1e because of the rapid development

in the area of computer technology and the decrease in the

nrice of computer memories. As a result, it will be eco-

nomically feasible to develop the VDU systems in particular.
The VDU systems will take over
‘of interfaces. The CRT systems

full graphic and may include a

functions from other types
will be developed towards

moving map type feature.
New VDU types other than CRTs may also be developed.
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A combination of the mimic diagram and the control console
will also be developed and could prove to be more useful
and versatile by using microprocessors.

3.5 EMERGENCY SITUATIONS IN CONTROL SYSTEMS

Emergency situations in control systems can be caused

by many types of equipment failures and be of varying se-
riousness. It would not be practical to list all the |
vossible failures in a control system and then evaluate
whether they could lead to an emergency situation or not.
Therefore, in the future it seems better to define
different emergency situations and svecify requirements
on the cohtrbi system behaviour in these cases, which

for example cduld be:

1. Total system breakdown from the operator point-of-
view caused by e.g. the unavailability of the whole
communication network or the whole man/machine
system, a power feed breakdown.etc.

2. Unavailability of a qroun of stations caused by e.j.
a node failure.

3. Unavailability of a single station . caused by e.g.

RTU failure, a local communication line failure,etc

4. Overloaded control system caused by e.g. a major
power svstem breakdown, the addition of new functions
or new Stations, etc.

In situations 1-3 alarms should not onlv be presented
plainly but their impact on the dispatcher's ability to
sunervise and operate the power system should also be
ihterpreted'automatically. The correct maintenance

and repair actions can also be pointed out automatically.
In the future, control systems will probably become more

and more intelligent and-precise in the following:-
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fault isolation

automatic interpretation of alarms given to dispatchers
and maintenance personnel

storing of fault finding routines

ability of remote restarting of degraded systems

self-healing according to schemes prepared in advance
guidance of reoair action



LIST OF ABBREVIATIONS

ACK

ADC

BCD

cC

CcP

CPU

CRT

DAC

DCC
- NACK

RTU

VDU

RPPENDIX A1

An acknowledgement signal sent betwe:n
the RTU and the CC to indicate that a
control function has been successful

Analog to Digital Converter - A devic
for converting analog signals to en
equivalent digital form.

Binary Coded Decimal - signals encodedi
in such a way that they can easily L=
represented as a decimal number.

Control Centre - where information for
dispatching or remote control is used.

Collecting Point - a point in the
system where information transfer
between RTUs and the CC is marshalled
for onward transmission.

Central Processing Unit - the main
arithmetical and 1logical part of a

_ computer. o

Cathode Ray Tube - see VDU,

Digital to Analog Converter - a device

for converting digital signals to an
equivalent analog form. ’ ST

District Control Centre

An acknowledgement signal sent between
the RTU and the CC to indicate that a

control function has been unsuccessful.

Remote Terminal Unit - the outstatiOn
of the remote control system.

Visual Display Unit -~ a-device used to
give tabular and/or graphical
information regarding the state of the
network.
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LIST OF DEFINITIONS

CHECKBACK

CHECK FORWARD

DISPATCHING CENTRE

GRAY CODE

PULSE LENGTH CHECK

PULSE NUMBER CHECK
REMOTE CONTROL CENTRE.

SHANNON'S SAMPLING THEOREM

SIGNAL QUALITY DETECTION

TELECONTROL CENTRE

Method of increasing the security of
coding for control functions by re-
transmitting the code received at the

RTU back to the CC in order to check
its validity. '

Method of ‘increasing the security of
coding for control functions either Ly
transmitting the code twice (either
sequentially or by using two paths) or
by using an error correcting code.

A CC from where the generation arnrc

loading of the electrical network is
controlled.

A coding method in which each
successive step gives only a one bit
change in the code (very useful for
make before break situations 'such as
tap position inds). :

A method of checking that all pulses
are within a specified length (it is
similar to signal quality detection but
checks the digital pulses).

A method of checking where the number
of pulses to be received is known ancé
can be checked. '

A cC from where remotely controlled
stations and plant are actually
controlled.

This states that a function must be
sampled at a rate no less than twice
the highest frequency contained in the
function if no information is to ke
lost (this is.a theoretical figure, in
practice five times is usually
required).

A method of checking in the modem the
guality of the received signal.

The general term for Remote Control
Centres and Dispatching Centres.
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1 FOREWORD
1.1 GENERAL

This report covers the operational and functional
requirements of electric power system telecontrol
systems. User requirements ere presented to cover
an area not yet treated by Cigre and to provide
the necessary elements for the telecontrol equip-
ment standards activities of the IEC Technical
Committee n. ST.

Functions described are:
a) the remote control of unmanned stations

v) the monltorlng and superv151on of power systems
(dispatching aystems)

These remote control and dispatching functions are
used both in integrated telecontrol systems and
where two different telecontrcl-Systems are used.

This approach is intended to clarlfy the various
concepts of power system operation and control.

In very large power systems, the remote control

and dispatching systems may be two different sub-
systems, control centers may be different - as well
as telecontrol requirements - even though they bve-
long to the same hierarchical control system. The
operational and functional requirements of the two
above mentioned sub-systems must be known and coordi-
nated in order to have an integrated control system.

1.2 ANALYSIS OF THE OPERATIONAL AND FUNCTIOJAL
REQUIREMENTS

The analysis of the operaticnal and functiocnal
requirements in telecontrol systems .deals with:

1. The generzl telecontrci functions

2. Remote Terminel Units (RTUs)

3. Remote Control Centres
L, Dispatching Centres
5. Data transmission

The above five items are the titles of the following
five chapters of this reporsx.
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Chapter 2 is an overview of the basic functions of
telecontrol systems with specific reference to
dispatching and remote control systems,

Chapter 3 deals with RTUs and the data transmission
between RTUs and Control Centres (CCs) and between
RTUs and Collecting Points (CPs) when a CP network

is interposed between RTUs and CCs. Emphasis is placed
on the functional requirements and the fundamental
characteristics even though examples of both good and
poor solutions are illustrated. For the data trans-

mission protocols reference is made to Report No 3 of
CIGRE SC35 WGOl.

Chapter U4 describes the operational and functional
requirements of Remote Control Centres,

Chapter 5 deals with the operational and functionzl
requirements of Dispatching Centres.

The functions to be performed are i@entified and cha-
racterized by the corresponding requirements.

Chapter 6 summerizes the functional requirements of
data transmission.

Appendices are attached to the report when they are:
needed. .

i.3 . TOPICS NOT COVERED

The following fields are not covered in this report:

a) local fault recording for keeping track of
pre- and postfault information,

b) recording of the most significant electrical
variables in pre- and postfault conditions,

c) local recording of sequence of events at the
remote station,

a) power ﬁlant automation wkhich is independent of
the telecontrol functions,

e) communication channels te2tween remote stations
and centres,

f) control functions at the dispatching centires
which are outside the data transmission and
supervisory functions, {e.g. economic dispatch,
security, and other autcmatic functions) which
normallly require large computer systems. This
applies to the control zenires of large power
systems that use front-end computer (s) for
communication functions and main computer (s)
for power system ccmpuzations.

The functions a, b, ¢, d, mzy te performed by the szare
equipment that performs the zTelecontrol functions in
the remote station,

~
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2 GENZRAL TELECONTROL FUNCTIONS

2.1 BASIC FUNCTIONS FOR DISPATCﬁING AND
REMOTE CONTROL CENTRES '

The first objective of control systems for system
dispatching is to achieve operating security -
i.e. continuity of operation - of the power syste=m.

The second objective is to improve the economics of
pover system operation. It is important to note that
it is the global power system that must be controlled
not just single stations. Therefore the telecontrol
systems for system dispatching end security analysis
may consist of several hierarchical levels with 4i7-
ferent functions to be performed by each level.

Complex multi- computeficontrol centres are needed to
handle large amounts of data and support advanced
appllcatlon programs.

It is usual that the disnatching Centres for very
large power systems supervise the network, but are
not involved in switching operatlons whleh

are performed by personnel at manned stations and
remote control centres.

The basic functlons performed by remote control
centres are the monitoring of both manned. aniunma"ned—
stations in order to check their inteégrity-and the
execution of switching operations. '

The latter operations are carried out on the basis of
instructions given by the dispatching operators or
computers, or in autonomous mode, ‘for example, in

the case of disturbance on lines or in case of danger-

to peoplie or power plant equipment. The remote control
ceatres also collecst signi icant data from the stations
in order to inform the maintenance personnel on tixe
nature c¢f the failures and the need for repairs. In
some systems, and most smalier systems, the dispazching
and remote control functions are combined in one thysi-
cal location or centre. This integration is favoured
by the availability of modern powerful computer
aystema.

ey

Modern remote control systems are characterized by a
strong concentration of stations which are controlled
by the same centre. It is necessary to use con-

plex computer systems to manage 21l of the control
functions. The operational constraints - limited zumber

of operations concurrently perfcrmed by the operziors

- and the security objectives are such that automztion
of stations remains necessary.

It is important that th
devices at the remote s
the control functicns c¢
of centres.

e functions of tne autom
tations are coordinated w
arried ouz at differsnt 1
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2.2 TEZLECONTROL FUNCTIONS

2.2.1 Data Transmission for Dispatching
Purposes

The data transmission between remote stations and
the dispatching centre (*) is based upon the crite-
rion that thne station is considered as a node of
the entire power system. With this consideration it
is necessary. to transmlt the followlns data.

a) status 1nformat10n of clrcult-hreakers and

isolators in order to knmow the actual ‘arrangement of
11nes transformers, generatlng units, -étc}

b) measurements of real and reactive power flows
(on lines, transformers and generating units)
bus-bar voltages, frequency (in & limited of
nodes) .and hydraullc levels(e g. basins and
reservoirs) in order %o ‘know:the 0perat1ng con-
dltlons ‘of - the statlons w1th1n the power sys+em-

c)  meter readlngs of real and reactlve energy at
-tie-line points in order to evaluate ene*gy
1nterchanges ana balances,

a) readlngs of sequence of event ‘recordings with
~high time resolution in order to know the be-
havior of the station as a .component of the
‘transmission. system and of 1ts devices durlng
system. dlsturbanceS‘”

e) other data relevant .to the atatlon(such as
B transformer tab—change 1nfo*mat10n) and

the telecontrol eculpment (yower supply, alakns,
etc) ‘ , .

A certaln number of remo*e covtrc* 51gnals are sent
- from dispatching centres to the remote stations.
_ They may be classified into: ' -

a) . regulation signals sent uo'uhe generating un*ts
for load frequency cont‘ol )

o) 1nstruculon‘commands for the attendants in +he
control room of the manned stations or remote
control-centres; '

c) a limited number of telecomzands for losd-
-~ shedding, insertion of generating units, etec.

(*) In this case the dispatching centre is the
level of a nierarchy of centres (e.g. Regio
Ccn:rol Centre)
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2.2.,2 Data Transmission for Remote Control
urposes '

The data transmission between each unmanned station
and the remote control centre is designed to collec:
data for the remote operation of each single station
with specific concern to the station rather than the
power system. '

The operational situation of the station is obtained
by: ' -

a) information concerning the state of monitored

: and controlled devices

b) loglc 51gnals such as absence of voltages on
,llnes »

¢) measurements of current flows on lines and

transformers, real and reactive power output
of the. generating unlts, busbar voltages,
‘hydraullc levels etey

d) signals 1nd1cat1ng the operatlon of protectlons.
and automatlc dev1ces.

e) alarm signals_indicating theffollowing-

i) 1mmed1ate actlon by the remote control
: centre- . v

ii) 'vto send staff uo_the’station(s)-imnedi-
ately to man the station(s) and/or to
fix the failure; S

iii) o send maintenance staff to the station(s)
' "to fix the feilure in due course.

Telecommands sent from the centre to.the station
-may be: ’

a) pulse commands for switching operations; they
may be either switching commands for each aev1ce
in the case of absence of automatic devices
in the remo<e staticn, or function commands 3
the case where automatic.devices are ‘Present. [such

as to change a line feeder from one busbar tc
another);

-

b) persistent regulating commands for generating
units.

Set—901nt conmands may be usa2d iz the case-of
generating power plants,



Despite the trend of station automation which
considers the automatic devices as an integral part
of the station - for instance the automatic device
can perform emergency recovery or protection bpack-up
schemes - this Report does not cover this aspect,
even though there are cases where the automatic
functions are carried out by the RTU itself,

3 ’ REMOTE TERMINAL UNITS

3.1 INTRODUCTION

In a telecontrol systen, the equﬁnment located at
the remote controlled station is often called Remote
Terminal Unit (RTU). The RTU would either be harad
wired or would have one or more CPUs, with local
data input and output devices, memory and data
transmission: equlpment. :

The user must speclfy the precise detalls ‘of the
input, output, processing, and data transmission
requlrements (1nclud1ng rellablllty requlrements)

The followlng paragraphs are guldellnes for specifi-
cations for -each type of information 1i. e.,
- teleswitching '

- teleindication

telemetering?#nd'telééounting;'
- set point commands
- sxnchroniziﬁg signal

' The specification of the requirements have to be
_concentrated on. the functions which are necessary
for supervising and .influencing the physical process
" in the remote station on a real time basis. This
requlres de+a11ed descrlptlons cf the intended re-
actions during and after typicali events, disturbances
or worst case situations. Temporary conditions as
well as accuracy and reliability conditions of daza
acquisition andreacting fuactions have to be speci-
fied for these circumstances. These requirements
have to be described in a way wkich is not based c¢cn
specific hardware solutions, so that developing
technology may be adopted g*ad'“~1y.

The requirements for the input 2nd output devices
are similar for a wide variesty of RTU types ranging
from the very simple aardwired ZTUs to sophisticazad
Trocessors.,
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The data transmission between RTU's and the CC (Con-
trol Centre) or CP (Collecting Point) is similar in
both a self-contained telecontrol system and the
first level of a multi-level telecontrol system.

This data transmission is strongly influenced by

the RTU characteristics and available telecommuni-
cation channels and represents the typical data
transmission in the telecontrol field. On the other
hand, the data transmission among CC's or CP's has
normally little relationship with the RTU data trans-
mission system and is more similar to the general
purpose data transmission between computers.

" The main points that define the data transmission
between RTU's and CC's (or CP's) are:

-telecontrol systém configurations;
_datavtran#ﬁission ;equiremeats;
_effiéie#gy of ﬁhe data trgnéhisgion path
data,franémission frocedﬁres.[
In éertain-bﬁses,‘coﬁSideration nay ﬁave to be giveﬁ
to the available data transmission fdcilities in the:

design of the telecontrol system.

In the followlng paragraphs of thls chapter
only ‘data transm1551on requlrements are described.

These requlrements, strongly cha*ac*erlze the data
transmission-and consequently the RTU angd the
handllng at the CP as well

The main requirements_are:

\

aj very feliabié*inférmdtidn :rans@issibn;
o) 'higP accuracy;

c) low information trapsfer-fi:esg

a) short;reséonse times.

3.2 . TELESWITCHING

3.2.1 -‘Classification

Téleswitching commands may be classified according
to several points of view:

- according to the commanded device (one or
state devices)

-
NV

o single command

c doutle commend
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- according to the associated status information
of the commanded device

° single-point information
) double-point information
o without any associated information
- according to the.duration of the output signal
‘ o_' puiso commamd |
o maintained command
o .parsisfant command

(The_use'of that last category of command should be
replaced.by’set-point whenever p0551b1e)

- accordlng to the response time- of the ‘commanded
device, i.e. the time needed by & two-state
‘device to reach a new steady state upon reception
'of the, beglnnlng of the command

"o,} _fast movxng dev1ces (typlcally 200 ns)

'bﬁ!ffglov mov1ng devices
o j-'(typ:.cally 200 ms to 1 sec)

o jffvery slow movlng devlces
e _(typ1cally 1sec to’ 30 sec)

- 'accordlng to the facllltles whlch can be offe*ed
oy some uelecontrol equlpmen*"

j;o_d. sg;gctlon commandﬁj

'lon_ ié}@ﬁp éommand:

.‘o""Bfoadoast>command

o 'imat;uction:commapd”
) fanctiom command,

(in that last category, the automatic
device may be in or outside the ®RTY)

3.2{2 Output Signal

Except for the instruction commarnd (for which the
cutput interface has to be defined by the user
accorqlng to display Tacilities =znd audible signaliliing
devices), the output ccmmand sigzal given by thae

RTU is the same for any commended device. It is :
generally in the form of a single pulse of predetermin
duration (independent of the duration ¢f the initiazin
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signal at the CC). Coasiderable thought has to be

given to the security of the output signal. Where

the security of the coding requires "double command"
node then it is also reasonable to expect that failure
of any one output signal will not hazard the system
under control. To this -end all commands should depend
upon the switching of two independent output signals,

one of which may be common to a number of command
funct*ons.

Sometimes the output signal is_maihtained until the
change of state is executed or until the end of =

.predetermined delay longer'uhan the response of the
slowest dev1ce.

In any case the output signal is given through a
barrier device to an interposing relay. The charac-
teristics of the output signal (closed loop to be
energized externally, or polarity: duration, level

and impedance to be determined), the barrier device
-and the interposing relay must be matched. Precautions
must be ‘taken ‘against.the breaking current of the

coil of the 1nterp051ng/relay, at the level of the
c01l and at the- 1evel of the barrler dev1ce.

-If the telecontrol equlpment and the 1nterpos1ng
-relays .are not provided by -the same. contractor in 2
charge of the whole installation, the user must :define
completely the existing or future interposing relays
(worst case). The manufacturer of the telecontrol
equlpment'must"take'the ‘necessary’ ‘disposition in order
to match the connection and take precautlons egainst
electrical interferences even if the device .which

reduces the breaking" current of the coil is out of
serv1ce. ~ '

The output clrcult must be nrouected aga1ns» groundlng
(short- clrcult)

Another way is to speciiy the ouzput signal (duration,
'level, impedance) the output circuit (btreakiag capa-
bility) and possible parasitic signals (shsape, level,
impedance of the generator, mode cf application) in
t“e worst case.

3.2.3 Processing

The RTU nust 1nter’ace Wluh at ;nast three kinds o?f
commanded uev1ces

- . fast moving device (i.e. reaching a new steady
state in less than. aoout 2090 mllllsnconda)

e telecontrol system must be prepared to transmis

he related crange of staie that has to occur in 250 ms
nd this transmission must be given the highest priorit

If there is no change of state, -he telecontrol system

must proceed with the transmission of oiher data such

as measurands.
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The "closed" position of a circuit breaker must
always be transmitted even if, after about 20 ms
it is re-opened ty a protective relay.

slow and very slov moving device (i.e. moving
in some seconds to several minutes).

There is no specific time priority requirement
for these devices. The telecontrol system can

go on with other functions. The change of state
'will be transmitted as other information whicz
-do not follow the commaind. The intermediate state
that the commanded device may have during the

switching operation, may (or may not) be trans-

mitted according to the 1nrormatlon processing
at the CC.

dev1ce without any associated information

There is no spec1f1c tzme prlorlty requlremﬂnt
for these devices and the telecontrol system
can proceed w;th other-functlons.

The operator must be able to superv1se the performancn
of an initiated command within the telecontrol
equipment and . in the perlpheral equipment for 1mmealaw

locallsatlon of errors in case of malfunctlons or
fallures. - ~

- r-*Acceptance and correct transfer of the cohmandc
L message. by the telecontrol equlpment.

- The executlon of the initiaz ed actlon in the
.perlpheral equipnment -

Thls is usua’ly perforaed oy 1nc1v1dual re*urn 1n’or-'
met’ons or vy mees:? urands.,

In.the case of'slow or very slow moving devices the
operator must be able to watch thegintermediate_state
~information (e.g. the transit stete of a siow-moving
isolator). :

Generally,some'ecknowledgment information (positive:
ACK, or negative: YACK) must be given in order tc
indicate the good or faulty *rensmission of the commeré (ip
some cases, nO answer may be considered as a NACK).

The ACK may be the finel new steady state, a feed-
back measurand - or & special message (or special
bits in a message corresponding to another function).

Some*imes, it is required that
commend is suppressed if the st
device is indeterminate or in &
command. Tha%t precaution, gener
{discrepancy switch or squival
quired also at the remoze stat
ties should be included to ove
especially for test purposes.

ne output of the
te of the commanded
cordance with the
lly taken at the CC
z) is sometimes re-

(D

= in the RTU, Facilili-
ide this constraint
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If necessary the user may specify that the NACK '
has two different meanings, e.g:

- NACK 1 for telecontrol equipment failure

- NACK 2 for failure outside telecontrol equipment
(delayed for slow moving device)

According to choice of display at the CC (mimic dia-
gram, CRT, printers, etc) ACKs ané NACKs will be dis-
played properly (display includes eudible alarms).
Generally it is required that the changes of states
following a command are displayed distinctively: the
RTU or the CC must keep in mind that a command has
been given for a device up to the final steady state
of the NACK (sometimes there exists two different.
delays for NACK 2: slow and very slow moving devices).
ACK is transmitted from RTU to CC, NACK may be trans-
mitted from'RTU or extrapoleated at the CC.

3.2.4 - Transm1551on Re 1rements

Rellablllty

Commands must be transmitted with the highest rella-
bility*. The probability of wrong commands due to
undetected errors  should not be more~than 1012, even -
with the worst signal- to-noise ratio. This value is
consistent with the probability of unwanted commands
due to failures of the RTU and may be reached due to

an error-detectlng sys»em of hlg~ performance
using: '

o gignal qualiﬁy detection
o coding éysteﬁ .
o pulsé length,check.
- o pulsé n%@ber_check
o multiple message tfansmission or check forwari
technique
c echo principie or check-vacx technique
o seiect before operate principle
o a combinatiorn of these tech#iques

The consequence of such a low probability of wrong
commands due to undetected errors is that a higher
probability of loss of commands due to det ecte
errors, should be accepted: for iastance =10 0 when
zhe bdit error rate, due to data transmission lineis
< 10" - is a probadbility that may be reached:

—

Precautions agzinst humen errors, which can Te achieved %o
ki

some extent by lccel and/or remote lockout technniques cor
plausibility tests, are outside the scovbe of this paper as
well as programs of aid for the decisicn.
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- due to a data transmission procedure with repe-
titions either systematic or in the case of
NACK no answer. .

- by using two or more transmission lines with
automatic switching to cope with transmission line
failures. L . -

A consequence of these repetitions and the switching

is +hat the transmission delay may increase. An im-

por:ant point is that, generally, on the data trans-

mission lines, the bit error rate reaches high values
during limited periods of time (bursts): the repeti-
+ioas allovw these periods to be sheken off. This
point should dlso be taken into account in the auto-
matic data transmission line switching criteria
(delayed switching).

For commands, the reliability measures (generally
egainst erroneous output and, only in special cases,
against loss) must be taken all the way from initia-
tion at the CC up to output by the RTU in hardware
and software aspects, (human error being outside the

'scope of this report).

The RTU has to ensure that only one output circuit is
selected (the one corresponding to the address trans-
mitited in the message sent by the CC) before outputting
- the command signal. This may be done. by decoding,
-selection of an output, recoding 'and comparison. The
comparison may be done locally (RTU) or better at the
CC ‘after retrancsmission (check back principle). -

Preceutions in the wiring, wrapping and soldering
should be taken to avoid problems with oppcsite pola-
rities or with the same polarities seen through diffe--
rent impedances appearing on adjacent ‘pins of connec-
tors or connecting strips or in tihe same cable.

The user has to define the greatest probap%%ity of
unwanted commands he will accevt (e.g. 10 ) what-
ever the telecontrol equipment failures (power suppdly,
components, enviromental conditions, short circuits,
parasitic signels, earthing, breaking of fuses, etc.).

- Transmissicn delay

The second objective to be achieved is' & short trans-
"mission delay in the range of & few seconds or less
(according to the specific application) when the bit
error rate is not too high.
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3.2.5 Test Command (dummy command)

It is usual to include a test command for the purpose
of ensuring that the command function is operating
correctly in the telecontrol equipment. At the CC,
the check command may be one of the operational
commands; the RTU must have a device to simulate a
ewitched two state device and its double point infor-
mation. This check may be verformed automatlcally

and in the case of failure an alarm should be given
at the cc.

3.3° TELEINDICATION

Teleindication is monitored binary information
‘describing the state or the change in state of

- operational equipment in the network
- alarnms
- automatic devices

P TR

3.3.1 Iggut~form'

Information may' be cla551f1ed accordlng to several
crlterla. E

3.3.1.1 According to'Presentatidn.Format.

Accordlng to the presentatlon format at the remote
station :

) single point information

This information is generally given by one
contact sétting up an open c¢r closed loop.

The 51gn1f1cant state is norna;ly the closed
loop and -exceptionally the open:loop.

-// ON/QFF

o double point information
This information is generally given by two

contacts setting up two normally compiementa*j
loops (4 wires or 3 wires with common return

wire).
/

8
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1. determined state ON - ("OX and not OFF")
2. determined state OFF = ("OFF" and not "ON",
3. indeterminate state OFF (Neither ON nor OFF)
L, indeterminate state ON ("OX and OFF")

The first two determined states are prevalllng undée
normal operating condltlons.

In some cases (supply failure, break of wlrlng, short
clrcult, transit from gne state -to another state) ¢
states of contacts aml loops can be identical i.e. not
complementary.: This indeterminate state should be
transmitted 1f it lasts longer than & specified time.

The specified time may be chosen short (about 100 as
covering only the response time of the relays.tha:
represent the state of a fast moving device) or loag
(10s or more, covering e.g. the intermediate state of
. & slow-moving isolator, while in transit).

Generally, because thére is only one delay *time in
the RTU, only the first case .is chosén. The inter-
mediate states of 3low moving devices may be trans-
mitted and transformed in faulty states at the CC if
they last longer than another specified tlme, (e.z.
delayed audible alarm). -

3.3.1.2 Y-According to PreséntatiohﬁTime

Accordlng to the length of tlme of presentatlon at the
remote statlon_f . . .

o Some simple or old tel écdhfrdl equipment defined
pers1stent information" as having a long dura=-
tion in each state, for which therefore it weas

not necessary to- store the,ﬂnanges of state in
the RTU.

o In the telecontrol. equipmen® where each cha:z
of state (apnea*ance and q;sappearance\ is
stored, it is not_necessarj toTdistinguish tze
"persistent -information". The duration of each
information may be in any proportion, but greater
than about 10 ms below which anry change of state
is considered as noise or relay bounces and
therefore rejected. For some input signals, caly
the transition from OFF to ON is relevant in-
formation, wnile the CN/OFF-transition (dis-
appearance of the state ON) has no physiéal
significance. Typically this is the case wiix
short pulse shaped information where the "OX-
state" lasts between Sms and 5s. It is sometires
specified that the ON/OFF transition of sucha
information is not transmitted in order %o :
accelerate the transm‘ssio: of significantchanges

of state: such 1d_or:at10n is called "incremen-
tal information"

,///N | o)

——
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3.3.1.3 According to RTU Processing

See JBect. 3.3.3

3.3.2 Input circuit

Whatever the category of information, the input
circuit consists of & barrier device whose charac-
teristics are matched with the input signal. The
user must define the electrical interferences whicha
can be superlmposed, on the 1nput 51gnal while the
manufacturer takes the necessary precautlons.

If the input circuit consists of a relay, the breeking
current of the coil has to be extinguished. If it is
an optocoupler other precautions against the suscep-
tion of noise, such as repetitive sampling of the in-
put signal with majority evaluation have to be taken.

The filtration of the contact ‘bounces as well as in-

determinate states may be done by elther hardware or
software. :

3.3. 3 : Proce551~g
Informatlon may be transmltted
- cylibally

- on deménd

o 1nterrogatzon command
o station 1nterrogatlon command
o general_1nterrogat10n»command

- spou*aneously (a ter a cnange of state)
o 1n .en order of prior ty
o caronologically

(see also separating capability
absolute caronology
time resolution

centralized sbsolute chronolezy)
Note: often several kinds of transmission are used
in the same telecontrol equipment with different
levels of priority e.g.

o spontaneously anéd on édemand
o] spontaneously and cyclically
o in an order of priority wita high pricristy =zd

chronologically with low pri O“lt
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- Special case of chronology

Q

Memory in the RTU

The changes of state should be kept in a
RTU memory in the order of occurrence up
to the correct transmission to the CC.

That memory contains the address code, the

new state of the monltored device and the

tlme, if the absolute chronology is re-
quested.

The size of such a memory must be large
enough to contain the nearly worst case
of possible changes of state in a given
period of time (taking into account the

‘number of changes of states which can be

transmitted during that time).

Overflowing of the memory

When the memory overflows: (too many changes

of state in the given period), all informa-
tion without correct chronology has to be -

marked at the output.

* For example:

o'va_messagé'"end'of-chronology" is trans-
- mitted to the CC just after the last
correctly stored change of state

0o a message "recovery of chronology" is
transmitted to the CC just before the
transmission of the first correctly
stored change of state:

0 all thae changés of state transmitted

- between "end" and "recovery" of chrono-
logy (for. which the chronology is un-
certain) are transmitted with special
" bit (s) which indicate that uncertainty

Zach information which changes 1ts state
between "end" anéd "recovery" of chrono-
logy, but for which the new state is
ready beyond "recovery of chronology",

is not lost: the new state will be trans-
mitted, only the chronrology of occurrencs
will te lost. :

If, on the other hand, thne new state is
not maintained beyoand "recovery of chkrond
logy", the change of state is lost.
Multiple changes of state of information
during this period between "end" ana
“recovery" of cnronologj are also liosa
Practically, the information losses.
be very exceptional because of +the n
size.

n

3 ot
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* An alternative mode of operation may be
specified when a memory overflow occurs:
NYew events are stored and replace the
oldest events that have not been yet
transmitted. In this way more importance
is. given to the most recent events be-
cause they might be more useful to under-

- stand what ‘actually has been occurring.
0l1d events .are not lost since they are

_logged at the remote station.

Time tagging

In order to llmlt the -number of tlme bits in

‘transm1551on, the time is not generally coded
"on 24 hours but only on several minutes (e.g.
8, 10 or 16).

A 'special message is elaborated and transmitted
by the RTU to indicate the change of time module.

An alternative solution is to transmit the
elapsed time since the last event; a speciel
message is transmitted if ‘there is no event
during the tlme codlng capablllty.

Transm1551on Reqn1rements

' Rellablllty

The trensmission rellablllty is. deflned by the proba- .

Pilities of erroneous information and of undetected loss of

information. These probabilities depend on the trans-
mission code and the data transmission line quality.

The requirements may be d1 ferént fgf the two above- .

o]

mentioned prooablxltles.

"wrong ianformation may have a higher probability

for cyclic telecontrol systems because the
erroneous information is corrected during the
following cycles; wrong information is very
dangerous in systems where it trips an automatic
process. ' ' '

loss of information is most critical for quiescen*
telecontrol systems,

These probabilities should be fixed by the user,

O

o]

‘data trensmission procedure ensuring correct
s

transmission code with high redundency,

accepting of an event at the CC bvefore it
reset ia the RTU,

<
s
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by_using, as for commands (see sect. 3.2.4)

o) an error-detecting system of high performance

automatic retransmission after error detection

and automatic switching of transmission lines in
case of line failures,

by_adding an interrogation of all states periodicelly
or on & long cycle basis and when the CC does not
understand what the RTU has tried to transmit.

The probability of wrong information or undetected
lost information at a bit error rate of 10 = should
be less than 10 except for fleeting information
for which the above mentioned interrogation is useles
A consequence of these low probability figures is
that generally the transmission delay increases.

It must be kept in mind that the input circuits at
the RTU must be in accordance with the above relia-
bility requirements.

The 1nformatlon nay. be cla551f1ed in at least two
categories:

o  high priority information such as circuit breakex
state information and main alarms

o low prlorlty 1nformatlon suc“ as 1solavor stete.
information and minor alarms

The t*ansm1551on delay for the first categofy of in~-.
formation should be limited w&e*eas it may be greeszer,
for the second category.

It is difficuls to,give figures for the transmission
deleys because these delays deperd ‘not only on the
performance ‘of the telecontrol equipment (procedures
of transmission, message iengths, nmodulation speed, '
etc) but also

o on the possible number of changes of state
in a short period of time

o on the use which is made of the received in-
' formation at the CC

o) on the disturbances on the transmission channals
(repetitions, switchiang of channels).
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When there is only one change of state at the out-
station, and if the transmission channel is not
disturbed at that moment, the transmission delay of
this change of state may be specified: less than _
some seconds (1 to 5 for example), the transmission
speed has to be chosen accordingly. When there are
many changes of state in a short period of time,
there are two possibilities: -

o  if the transmission delay is the most critical
parameter, the transmission speed must be high

o if the trensmission speed is limited (because
of avaeilable transmission channel bandwidth),
the transmission delays will be determined by
the transmission procedures.

If the transmission channels are too noisy, the
repetitions and switchings of channels will increase
the transmission delays - in any case, the user has
to specify the worst case at the CC for 1nstance

o the p0551b1e number of changes of state in one
second
o .the possiblelhumber‘bf changes of state in 30
~  seconds - ' '

o -.and

.> elther the maximum transm1551on delay for the—
last change of state

. br the hlghest transmission speed (in this
latter case the manufacturer will determine
the transmission delay for the last change
of state: according to the transmission pro-
cedure and the message lengths, without
repetition and switc“ing of channels; one
telecontrol equipment may have a bettar per-
formance than another).

Another method is to ask the amount of informatio:n
that it is possible to transmit (wlthout

too noisy transmission conditionsj ian a period of
time e.g. 10 seconds.

The upper limit of good transmission conditions
may be)fixed at a bit error rate better than or ecual
to 10 for exanmple.

When there is a combination of high priority chang
of state transmission andchronological messages used
for logging or for post fault analysis, the chronc-
logical messagss have the lowest priority and their
transmission delays may reach some minutes.
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3.3.5 Reliability of the Input Circuits

No special precautioncan be taken for the input of
teleindication except:

o] care of wiring, wrapping or soldering

o twisted pairs with grounded screen to reduce
- parasitic signals

o use of double point information for the most
important information in order to detect the
failure of an input

o use of resistors put in parallel ¥ith the contact

in order to detect the opening of wires between
the contacts and the RTU input circuit

3.3.6 Check Information

It is usual to requiré check information for the .

purpose of ensuring that the telecontrol system 1is
operatlng co*rectly.

The RTU 1nit1ates”a change of state'evéry ten or -
fifteen minutes. At the CC, these changes of states

are monitored in order to . give an alarm if there is-
a failure.

3.b TELEMETERING AND TELECOUNTING
3.b.1 : G“neral

These 1nformat10n 1tems are suppiied at the remote
station ,

- either on a proportional form: ‘analog current =
or voltage, pulses to be counted over a given -
period. - '

or on an absolute value form'according to a code

They represent the value at a given time (instantaneou

measurand) or during a given time (1ntegratea measurean
counted neasurand) of:

electrical quantities: current, voltage, real

or
reactive power, frequency

nydraulic quantities: water flow, level of water,
etc

meteorological gquantities: te mperature, humidity
sun, raein, wind (speed and directi on)

pollution quantities

ete
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They are transmitted either periodically according
to a given cycle or on demand from the CC (by the
operator or automatically at a given time).

3.k.2 Tyoes of Input Signals
3.k.2.1 Analog Measurand

- In most cases, the information is given in the

form of an analog current supplled by the output of
an ansalog transducer.

Sometimes, but it is not recommended, the information
is given in the form of an analog voltage.

For the output characteristics of analog transducers
See IEC 13 B standards.

The ch01ce of the 1nput ‘range must be easy for each
’ 1nput in the RTU :

- The 1nput c1rcu1t of the RTU must have:

o either a low and preclse 1mnedance in-d.c. (e.g.

- ‘not ‘greater than 1000 ohms) for current inputs.
This impedance must not vary more than half of
“the accuracy of the ADC (in %) with variable
factors such as temperature, etc

"o - or a very high impedance in d.c. for voltages

- 'The,user may specify that the input circuit is

' .- to be designed so that & galvanic isolation is
provided from mechanical earth and electrical
earth. The check isolation voltage must be speci-
fied by the user selecting one of the availatle
‘standards (e.g. 500 V, 50 Hz, 1 minute)

- The user has.also to s?écify

o] the differential volteges which can appear
between the two imnput wires

o without any perturbetion of the meesurand

0 without damage of the input circuit

o)

kel .whether current loops bave to be protecte
against interruptions '

Note: in case of exceeding overvoltage only
the input circuit may e damaged

0 the residual rip
imposed on the =2
any perturbaticn

ple which can De super-
nalcg information wiithout
of the measurand



24

The scanning of each input should not introduce
a significant error on the analog information

For each input, a checking device must allow,
without disturbing the other inputs

0 to isolate the input from the Analog to
Digital Converter (ADC) and to close the
analog circuit 1f necessary (for currents)

on an impedance equal to that of the input
circuit

o to connect, on ADC side, a test set for
maintenance or adJustments

o to measure the analog input value

The analog information is converted to a digital
value by an ADC which is generally common for

all inputs. The accuracy of the ADC must be
defined by the user consistently with the accurac
of the analog 1nformat10n. e.g. better than 1 or
0.5 or-0.2 %). 7 = :

That accuracy is so defined for 211 the influence

‘values. If necessary, the. user may specify the

digital code (binary, BCD or other) and the num- '
ber of bits he .needs (w1th or. wlthout a spec1al
bit for the 51gn)

Note'l,gene*ally it is not the dlglt&l code and
the number of bits initiated by the ADC and
transmitted by the RTU to the CC that are im-
portant (if the accuracy is respected), but the
user must impose a spec1f1caozon for outputs
(display, connection to a computer, etc).
Therefore the manufacturer ktas the possibility
to treanscode before outputtlng.

Tne 1npuu circuits end the. Auc riust be capable-
of tolerating a permanent overload of at least
20‘7 without damage

In case of input overload tkre output message
may bve:

0 either the exact value co*respondlng to the -
input information :

o or thne maximum value it is possidble to -code
(with the correct sign) -
To cope with the specific cendition of the data
acquisition system at the remote station, the
user may specify that the input circuits and
the ADC are to be designed so that a galvarnic
isolation is provided between the transducer
and ths ADC a%t the time the ccaversion of
measurands occurs.
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The isolation voltage must be specified by the
user. If no galvanic isolation is required, tae
input circuits and the ADC.can be designed with-

out any other constrain+ than those above speci-
fied.

3.L.,2.2 Pulse fnformation

-These pulses are normaily geherated by the contacts

of relays (or other equivalent barrier devices) set
ting up closed or open. (or complementary) loops,
polarlzed or to be energlzed by the 1nput circuit of
the RTU.

"The user has to define precisely the:.shape of such
pulses (level, length, impedance of the generating
circuits, maximum and minimum rates, complementary

or not) and the proce551ng to be applied e. 8.:

check (for valldatlon) of the pulse lengths
(or duration of complementarity), check (for
1nva11dat10n) of the pulses rate or duration

of non- complementarlty, overlcad of the encoding

capacltj, etc.
counting -process
o _aﬁﬁomatig'gt*ki#éh?ﬁeriqu of time

o by local or remote.command

o or ﬁiﬁhott reéet
gncbding |

o code

o nuﬁﬁef of bitslr

display device
setting device (to a predetérmined value)

in the case of 1ntegration of pulses on a short
period of time (e.g. 12 seconds) the user

may specify that the © ansmluted value is noz
too 0l1d (e.g. 10 secords during the 10 to 12
seconds before +transmission.

counting (or counting and decounting) on a given
vperiod of time. The accuracy of the period of
time must be precise (consistent with the
accuracy of the sensor:.

In case of countlng/ae"ou ting, the user mus:
indicate if it can occur at the same time (i.=.
2 pulse to be counted and ancther to be decounted:
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3.4.2.3 Parallel Coded Information

The values are supplied in parallel, on decimal or
binary coded form. For hydraulic measurements the
Gray code is frequently used as well. The highest
figure to be transmitted corresponds to a decimal
number of six digits . Each digit - may be.supplied
on b1nary or BCD form or in 1 -out of 10 form.

The data reliability may be increased by redundant
source encoding: each bit may be supplied on comple-
mentary form (direct and complement wise), the dura-~
tion of non-complementarity is to be checked in order
to detect a failure and to give an alarm (abnormal
duration to be fixed by the user).

To inspect the data integrity, the acquisition must
“"be done so that the changes of theé value should not
“lead to the transmission of an erroneous value.
Sometimes a special signal may be supplied which
brackets the change of value (or complementary dura-
tion) of that signal which must be checked in order
to detect ‘a 'failure and give an alarm (duratlons to
be defined by the user)

Generally, the 1nformatlon is supplled by contacts
of relays setting up closed or open.loops to be
,energlzed by the RTU, but sometimes the information
is supplied by a low level electronic 1nterface

(5 V, 12 V) to be deflned by the user.v

3.h.2-h . Isplatlon

As for analog information specific conditions may
exist for requesting galvanic isolation between the

"telecontrol equipment and the transducer (or other

device) whickh supnlles the input values (pulse form’
or coded for ).

3.4.3 Processing
3.h.3.l On Demand Transmission

The demand is done at the CC, mazually or automatic-
ally at a given time. The RTU transmits the demanded
value (s) once according to nr1or1t1es.

For telemetering, the aemand may concern one, several,
or .all the measurands.

For telecourting, the demend gensrally corncerns &l

the readings of an area. The deva é must be trans-
mitted to each remote station in less than a given

time (to be fixed by the user) cn the vasis of the
accuracy required by the dzta handling process at

the CC.
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In each remote station the readings must be stored
immediately without loss of information and without
disturbance on the interface, then transmitted accord-
ing to priorities (generally the transmission of
integrated values has a low priority).

Nevertheless all the readings of an area must be
transmitted to the CC in a given time (to be fixed
by the user). Sometimes, the order to store and

transmit a reading is given by the clock at the remote
station. (See Sect 3.6)

3.4.3.2 Cyclic Transmission

The information is included in a c¢ycle and transmitted
periodically. The duration of the cycle may be chosen
between some seconds and some minutes. Inside a cycle,
some 1nformat1on may be transmitted several tlmes,
i.e. repeated wlth a multlple cadence.

Case of telecontrol equlpment u81ng a combination of

—¥ ey e e e -———————-—————-———————-—

The cyclic 1nformatlon transmlss1on does not take up
all the cycle: time slots. are reserved for transmissiorn
of spontaneous 1nformatlon (commands, 1nd1catlons,

set points). - S oo

As & general rule, all the measurands are transmitted
in the duration D of a cycle. In the case of bursts
of priority 1nformat10n the™ cycle is allowed to

reach the value 2 D, i.,e, 2ll the measurands are
transmitted at least once 1n a perzod of time .2 D.

Commands and spontaneous set 001nts are generally
transmitted with hlgher priority than<measurands but,
as they are less xrequent, they can be neglected

in the cycles. The indications also have a higher
priority than measurands ‘and can delay the transmis-
sion of cyclic information. The. number of indications
which can be sequentially transmitted must be limised
in-order to allow the transm1551on of measurands in.
the period of time 2 D.

3.4.3.3 Special Procedures -~ examples

- Some measurands, normally included in a cycle,
.may be accelerated on demand, i.e. repeated
several times in the cycle up to a contrary
command., R )

- Some measurands, norma’ly not transmitted in iht=
cycle, may be includeéd in the cycle (Ls;ns blank
soaces) and therefore oer*oalcalWy transmitted

up to a contrary comm&nd.
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In order not to burden the cycle with measuraads
which do not change in value, it may be con-
venient to specify that a measurand is transzit-
ted only if its value is out of given thresholds
(mini/maxi) or changes of more than x% (to be
specified)with respect to the previous cycle:
data reduction.

In the data reduction techrique, a large %hres-
hold reduces the amount of data to be trans-
mitted in steady conditions and permits a de-
crease of the transmission speed but affects
the accuracy of the measurands proportionally.

Besides, if the telecontrol system is sized on
the basis of the worst conditions - since a
‘fault in the station may cause a change in ell
the measurands - there is no significant ed-
vantage in sizing the bandwidth of the communicaticg
'channel connecting the RTU with the CC. On the-
contrary, this technique may be convenlently
used in the data transmission among CC's in e
multi-level telecontrol system, because of. the
small probablllty that all vhevmeasurands coi- .
lected by the first-level CC and retransmittea
~to the second ~level CC VllL change in value at
 the same tlme;

3. h 3. h Snapshbt énaniitering Téchniques

The snapsnop technlque may allow updatlng times longe
than those of pure cyclic systexzs, as measurands are
frozen.. But the real advantage of this technique is
not only the longer updating times, but also the .
better accuracy of data handling at the CC since %:he
programs, use homogeneous data.- '

The snapshot techanique, whicn regquires more complex
RTU's, can be quite useless whez the measurands are
filtered at the RTU in order to transmit averaged
velues (on a 5-10 sec ba51c) rathe¥ than instantazeou,
- values. This filtering action, waich is also neceasari

in order to meet Shannon's sampling law, ensures very
small errors in the processing ¢ measurands sampled
at different times even if no skzespshot is adopted.

3.5.4  Accuracy

The accuracy should be better ttan 0,5 % of the rnonmin
range of the main measurands when processing is izvol
whereas it may be less thar 1 % for the other mezsura
and less than 2 % when they are only presented tc the
operator. The former accuracy is typical of dispat:aln
systems and the latter is suitazle for remote control
systems where monitoring is the =main function.

The data transmission procedures should not degreaie
the intrinsic accuracy of reasurzands.
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3.4.5 Transmission reguirements

- Reliability of cyclically updated measurands

A reasonable objective for transmission reliability
is a prooablglty of undetected errors less than or
equal to 10 when the blB error rate of the data
transmission line is 10 The loss of updating
is generally llmzted "to not more than a few cycles

irf the noise occurs.in Bhe form of dbursts,

The ‘global rellabzllty increases if other actioqs
are provided for by the CC, e.g:

a) threshold alarms activated after a certain
number of times. that the measurand is not
in the normal range,

- Rellabll{éy of on demand or spontanéous meﬁsurands

If there is generally no need for protection against
loss of information for the cyclically transmitted
measurands, for the on demand or spontaneous measu*ands.
transmission procedures with protectlon against loss

of information should be used 1n18rder to achieve e
probablllty flgure less than 10

A similar f1gure is to be ensured ’or ‘the probabll ty
of erroneous 1nformat10n.

- ngatlng tlme

The updating tlme is a character:stlc of uhe spec ifie
annllcaulon.

Tor dispatéhing'systems; the updating time is norﬁGIIY'
in the range of seconds. For remcte- control syste
telemeterlng generally consists of

a) cycllc transmission, for th*esholu checklng
purposes and/or logging;

o) on demand transmission for =mcnitoring durlng 3
limited period of tinme.

The corresponding updating times may be respectively:
a) very long, in the range of =minutes

b) short, in the range ¢f a few secon

3

f)l
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- Meter readings

They are normally transmitted after a freeze command
has been sent to the RTU to ensure simultaneous
reading of the meters. The data transmission relia-
bility should be high,(i.e. the loss of information
or_egyroneous information should be less or equal to

10 when the,bit error rate of the data transmissioi
line is < 10 ")as meter readings are one shot data.

A further improvement can be obtained by means of
checks performed by the CC on a received value and
the prev1ous one. :

For this reason, as well &as. for other requirements
(manual updating, statistical or tariff reasons) the
full meter reading should be transmitted rather than
the increment or the decrement.

The number of decimal figures for each meter reading
depends on the maximum. foreseeable time interval
between two readings. :

The transmission delay is not a severe requirement
since the meter readings are frozen and are used for
computing balances rather thanvfcr@real time controgd.

3.b. 6 o Input Reliability

The follov1ng precautions maj be taken
o care of Vlrlng, wrapping or soldering

o use of twisted pairs with grounded screen to
reduce parasitic signals

o use of complementary‘innut inf crmation

e} check of the conversion accuracy of the AJC
(periodically, e.g. at each. cycle)

o filtering -
3.5 SET POINT CCMMANDS
3.5.1" General

_Two kinds of set point commands nmay be distinguished:

- these, called"spontaneous set point commend" for
: which input, transmission and output should be
performed with the same rel 1ab1iity.as conmasnds

these for which the saze t*ansmlssion *ellabiiit*
as for measurands in the reverse direction is
encugh. These set point commands may by trans-
nitted much more often {generally cyclically)
than these of the first type.
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3.5.2 Processing in the RTU

The received value is transferred to a memory corre-
sponding to the address for .the set point. That memory
controls the output of the value either in analog form
(through a Digital to Analog Converter DAC) or in digi-
tal form according to a code (binary, GRAY, BCD, 1

out of 10 etc). The output form may be different from
the input form and/or the transmission form: a con-
version has to be made eithér . at the CC or in the

RTU. The stored value is kept untll the correct re-
ception of a new. value occurs:

- in case of cycllc transmzssion it may te speci-
fied that the stored value is kept during a given
number of cycles before giving an alarm.

- in case of arhythmic tréhsmlssion, theleorrect
storage of a new value may :nltlate an ACK signal
to'the-CC '

The transfer between the memory and- the DAC or digital
output interface should be monitored in order that. any
failure gives an alarm at RTU and CC sites. If there
is a power sunply failure, the seme alarm- should be
-given. If-'a wrong transmission is detected, the last
stored value is-Kept- in- memory fo*arhythmlcally trans-
mitted- values" and an alarm 1s given at the ‘CC, 1f

-automatlc retransm1551on remalns ansuccess‘ul
3 5 3. Outnut

TAnalog output

The DAC sunplles the value in the form of dlrect
current. The normally used output ranges are the same
as'for the 1nput of measurands. R '

The output circuits are normalT" ~ompletely 1solauea
from the - grounded_-rame and elec:rlca¢ earth

The user has to - spec;fJ ‘the test *solat1ng voltage
within the ava11ab1e standards.

Any-of the output wires can be earthed by the user
without disturbance on the outputr signal. The cutpus
cf the ADC is & generator supplying a d.c.. cirrentz
that is independent of the load. The output d.c.
current may be supplied in algebrsic form (£},

The user must speeify:

o the maxiﬁﬁi value of the loz3a impedance
(normally 3000 okms)

the respcnse time (normelly shorter than 300 as !

the error introduced by the DAC
cf

unde
conditions (e.g. 1 or 0.5 % e rs

the worst
nge)

the residual ripvle on the cut
less than C.5 % of the full rar
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- Digital output (parallel code)

Digital outputs are generally supplied by relays
(or other barrier devices) whose contacts set up
closed or open loops (or polarized wires). The
breaking capability of contaets. (V, A, VA) must
be specificied by the user (or level of voltage,
impedance, etc).

The user has also to define if he needs complementary
information, and/or & special signal which brackets
the changes of state, and/or to specify the greatest
time of no-significance (when there is a change of
state) which he accepts.

For cyclic set point commands output by relays, it

is recommendg? that relays which are guaragteed for
more than 10 operations are used. According to the
‘input specifications of the commanded device, mercury
wetted relays can be specified.

3.5.4 Transmission Requirements.

The spontaneous set point commands should be regarded
as analog commands with the same reliability and trans-
fer time as the .commands even though-&an undetected
error might be tolerated in: some cases provided the:
operator detected the. error, halted .the set point,

and sent another -set point.-

Cyclic set point commands should be regarded &s mea- -
'surands transmitted by the CC to the RTU's. '

This means that:

a) the reliability can be the same.because an un-
detected error is quickly compensated by another
transmitted value. ‘ : '

" b) the updating time can be related to the time

response of -the controlled dewvices, that is,

normally a few seconds. :

3.5.5 Instruction Commands

The instruction commands transmitted to the control
room operator in a manned station =ay be considered

as set point commands. They should be as reliable es
spontaneous set point commands when they could lead
the operator to take important actions. An acknowledg-
ment signal is recommended. The trznsmission delay
should not exceed & few seconds.
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3.6 SYNCHRONIZING SIGNAL
3.6.1 ~ General

When only the relative chronology ofﬁoccurrence is
required, there is no need for synchronizing signal

(s).

When the absolute chronology is required, it is better
that all equipment at the remote station which is in
charge of tagging the change of state information or
of 1nd1cat1ng the time (clocks, pulses of recorders,
ete.) is synchronlzed. ‘ _

When centralised absolute chronclogy is requiread,
a synchronlzlng signal is absolutely necessary.

The synchron ' ng 51gnals may be
- Dtransmltted

e either from the cc. by ‘the telecontrol
E equlpment itself :

o - -or by another equlpment
-'l-felaborated at the remote statlon’

JThe corre5pond1ng equlpment, whlch may: vary

.- from mechanical or electron*c clocks to radio-
" .-synchronized. dev1ces, are ouuwﬂd1the scope of

']thls paper. .

3. 6 2 ' ‘Interfabe

The 1nterface may be an output 1ncerface when the
synchronization is transmitted from the CC and when
the RTU distributes synchronlzlng signals to the
'other equlpment at the remote svatlon.

The_lnterface is an 1nput 1nuerface when the syn-
chronizing signals are elaborated by another equip-
ment located at the remote staticn,-

These input and output interfaces may be done at low
(electronic ) level or by relays (when the speed is
not too high), in parallel cr serisl (pulses) ferm
(or a combination of théese two forms), with or with-
out complementarlty and with or w;thout a special
s1gnal brac&etlng the changes of state.

If there is a device in the remote station to supply.
synchronizing signals tec the RTU, the user has to
specify the input interface ir thes RTU.
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If not, the manufacturer must describe precisely
the input interface. If the synchronization is
transmitted from the CC, the user has to specify
+he output interface of the synchronizing signals
to the other equipment of the remote station.

Because the input and output synchronization signals
can go. from a pulse each ms to a pulse each 24 hour
from coded information indicating the time at a ms,
in parallel and complementary form, to 5 wires indi-
cating the hours (0 to 23) coded in binary, by means
of serial codes or any combination of the above
possbhilities, it is not possible to define these
interfaces more precisely in this paragraph.

The only thing which can be said is that the following
general rule applies. The input and output interfaces

-should be made so that the RTU is 1solated from the
ﬂconnected equipments.

- 3.6.3 Proce551ng

Nothlng very precise can be said about proce551ng

for the same reasons as interface (multiple forms

of presentation). The input signel should be monitored
and in case of failure, the RTU should run with its.
own clock: this degraded functiorning should be indi-
cated at the CC. If it continues for a long time
(depending on the ‘accuracy of the clock of the RTU),
another alarm should be given (espec1ally in the caée
of centrallsed absolute chronoloby)

If the’ syncnronlzatlon 1s‘transm1tted from the CC, the
user must specify the time accurascy of the output
signals with regard to the reference time at the CC..

In the case of input/output parailel codes, a good
precautlon is to use complemeatary bits and care
should be taken with the read1n5 at the moment of a
cnangeoz state.

3.6.h Transmission Requireme=nts

To synchronize the RTU clocks, wzich provide for the
absolute time of event recor“¢ng,,two techniques can
be applied:

a) a master clock at the CC car be used to transmit
.synchronizing signals to the RTU s:

b). external brosdcasting signels can ve utilized

This Second technique is outside the scope of this
document. The former has to satisfy two fundanmental
requirements:

a) the transmission reliability should be gooaq,
at least equal to that of telemetering; however,
the RTU hes to cope wita ths loss of synchronizin
signals and to perform checks comparing the in-
coming signal and the previcusly resceived signal;
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b) the transmission delay should be consistent
with the accuracy of absolute time and should
be well-known ia order to take it into account.

3.7 POWER SUPPLIES

As the RTU is unmanned it is important that the
Power Supplies are secure and reliable. All the
‘equipment should have the ‘same standard of power
supply. The main source of supply should be & common
battery with duplicate chargers. The RTU equipnment
~is supplied from this battery both direct and visas
dc-dc convertor power supplies. The battery capacity
will depend on the conditions in the station. Con-
siderations which have to be taken into account are
whether a diesel is supplied, number of ac infeeds
available, location of the station, access difficulties
under adverse weather conditions etc. A reasonable
battery capacity is six hours where a standby diesel
is provided or where the location anmdaccess are such
that attendance would always be possible within three
"hours. In other cases 12 hours or 2k hours capacity
may have to be provided or a diesel installed.

3.8 MAINTENANCE

With modern solid state equipment any preventive
maintenance is normally minimal.,qpaft from checklng
power supply voltages, modem distortion and ADC calib-
ration there is little good that. can be achleved by
touching the RTU equipment.

The RTU equipment should have in-built self checking
routines and action only taken when these routines or
other tests show that a fault ex;sts in the equipment.
' Alarms, Indications and Analogs can best be checked
during routine maintenance of the primary station rlazn=



APPENDIX 1 to Chapter 3
DATA TRANSMISSION LINZ QUALITY

This_quality-may be expressed by the bit error rate,
“but: . : :

-  the bit error rate>is_an“average value over
- . a long period and it can reach high values
during limited periods of time

- this criterion is not easily usable in the
' necessary checks to verify the corresponding
undetected and detected errors, and loss of
-information or commands.

Another way is to express the data treansmission line
quality by signel to noise ratio but that requires
very precise definitions of the:check coanditions
which are otuside of the CIGRE scope. (See IEC pubii-
cations or CCITT recommendations). :
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4.1 Introduction

The basic functions performed by Remote Control Centres
(RCC) are real ¢time functions such as information
collection, information display  and remote control of
plant. It is essentially a switching centre which acts on
instruction from the Dispatching Centre.

However in Emergency conditions it may have to take
autonomous decisions with regard to the part of the
interconnected network for which it is responsible. These
decisions will comply with general instructions laid down
by the Dispatching Centre covering the particular
emergency situation that exists at the time.

The Equipment at the RCC generally consists of two
Computer Systems each having one or more CPUs, Memory
(Internal and External) and Input and Output Devices,
VDUs (monochrome or colour or both), Keyboards, Printers
and a Mimic Diagram,

The RCC Functions are specified in Chapter 4.2. The

approach in this report deals with the requirements for
the Data Acquisition, Data Base Structure, Data Base

Management, Man-Machine Interface and Archiving Functions
separately.

Chapter 4.3 deals with System Performance Criteria (ie
Response Times and Availability and Deyradation),.

The work of the RCC covers both planned and unplanned
situations the latter being 1less than 10% of the total
work load. Therefore the RCC should be so cdesigned as to
give Response Times which facilitate the normal planned
work. It 1is however important that during unplanned
situations the Response Times are such that the Emnergency
can be adequately dealt with. The Response Times are
covered in Section 4.3.2.

In order to deal with all circumstances the availability
of the RCC equipment must be of a very high order. Not
only must the RCC be able to deal with both planned and
unplanned situations but it must also be able to deal
with these situations when all the RCC equipment is not
functioning correctly (eg on a failure of one Computer
System). These situations are dealt with in Section
4.3.3.

The Configuration of the BHardware and Software is
specified in Chapters 4.4 and 4.5 respectively.
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A dual Computer System incorporating separate Front End
Computers (FE) to undertake the Data Acquisition function
is specified. It is extremely important that either

machine can take over all the tasks with the minimum of
Operator inconvenience.

The Software Configuration is based on a Modular
structure and describes the three main blocks into which
the Software can be divided. These are Basic Software,
System Software and Application Software.

Chapter 4.6 deals with Testing which due to the highly
sophisticated and complex nature of an RCC Computer
System is an extremely important subject. This Chapter
gives a user specification for the Test Procedures and
lists the various types of test, both in the Factory and
in the Field which have to be carried out. It also lists
the availability figures which are recquired for the
various tests.

Installation, Commissioning and Maintenance are covered
in Chapters 4.7, 4.8 and 4.9.

The Section on Installation details the tasks to be

carried out and the 1liasion reguired with the
Manufacturer. '

The Chapter on Commissioning lists the final test and
Acceptance procedures and is a follow on to Chapter 4.
Testing. '

With the use of high Treliability solid state equipment
Preventive maintenance has been drastically reduced and
maintenance consists Dbasically of fault finding and
repairing.

Chapter 4.10 deals with the other Facilities reguired in
the® Remote Control Centre. Although these " facilities do
not directly form a part of the RCC Computer and Display
eguipment they are wvital to the correct functioning of
the RCC.



4.2 Remote Control Centre Functions

4.2.1 General

The Remote Control Centre Functions are dealt with in
the following sections from the point of view of the
User. :

The Approach in this report deals with the Remote
Control Centre Functions in the following five
different sections:-

- Data Acquisition

- Data Base Structure

- Data Management Software
- Man-Machine Interface

- Archiving

The Data Acquisition, as its name 1implies, acquires
the data from the RTUs in the Power -Stations,
Switching Stations etc. It also passes instructions
({eg Control Commands) to the RTUs. '

The Data that is collected by the Data Acquisition
and the Instructions to be sent are stored in the
Data Base. Also stored in the Data Base is Data that
has been computed from the Raw Data and fixed Data
describing the Power System network. Each item of
Data in the Data Base has a unique identifier. '

The Data Management Software allows the Manufacturer
to erect the Data Base and the User to operate on the
Data Base to alter and update it.

To the User (ie Operator) the Man-Machine Interface
is the most important part of the RCC Equipment. It
forms the link between the Operator and the Power
System which he is monitoring and controlling and
thus regquires very precise specification.

As the RCC 1is dealing basically with Real-Time
Control the Archiving Function is of 1lesser
importance and has consequently been given less
emphasis.

Although all these sections are inter-related and
inter-connected they can from the functions point of
view be dealt with separately and this is done in

detail in the following sections.
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4.2.2 pData Acquisition

4.2.2.]1 General

The Data Acquisition (DA) has two main functions. One
is the collection of data from the Remote Terminal
Units (RTU) and the transmission of Control Commands
to the RTUs. The second is the transfer of
information from and to the other levels in the
control hierarchy particularly the Dispatching
Centre. This second function will be dealt with in
another document. -

The Data Acquisition function should be carried out
by separate Front End Computers (FE) within each
Computer System and Line Buffer Units (LBU). The
outputs from and the Inputs to the FEs should be
transferred via the LBUs to the RTUs.

The operation of the DA is determined not only by the
configuration of the Telecontrol System but also by
the Telecommunication Network. The number and type of
channels play a major role in deciding how the Data
Acquisition should be structured. In general the
greater the Telecommunications facilities available
the simpler the Data Acquisition. ' '

Each mnessage sent from the RCC to the RTUs is
cenerated 1in the DA. It may be as a result of a
cecision by the Data Acquisition or an operator entry
or on instruction from some of the Application
Programs. Tne Data Acguisition should generate the
particular station address code information address
code and the appropriate start stop and check bits
recguired. On start-up the Data Acguistion must do a
-complete scan of all the RTUs in order “to initialise
the system with the correct live data.

The Data Acquisition function should strip all the
incoming information of its start stop and check bits
anéd verify that it is wvalid data. All information
should also contain codes which identify uniquely the
following information:-

- Station
- Information type
"= Actual variable or variables

Using this information the DA should decide the
action to be taken.

The various types of information should be dealt with
as follows:-



4.2.2.2 Teleswitching

Teleswitching covers the transmission of Commands
from the CC to the RTUsS. The commands must be
transmitted with the highest reliability., The
probability of wrong commands due fo undetected
errors should not be greater than 10 even with the

worst signal to noise ratio (ssee part 1 section
3.2.4).

The Commands should be transmitted with the highest

priority and should take precedence over all other

Data Acquisition functions being carried out at the
time.

The Commands may be classified from several points of
view:~ '

According to the Command method.

1 Single Stage Operation - where the op@rator has
only one action to perform.

2 Two Stage Operation -~ where the operator has to
perform two separate operations.

According to the Associated Status Information of the
Commanded device. '

1l Single or Double Point Information
2 No Associated Information

According to the type of output signal.

1 Pulse Command - where the Command is sent only
once. .
2 Persistent Command - where the Command is

transmitted until the required action has been
completed. This type of Command is generally being
replaced by 'set point' commands.

According to the destination of the Command signal.

1 Selective Command - A single specific command to
- one station

2 Group Command - A specific command to a group of
stations

3 Broadcast Command - A specific command to all
.stations



FPunction Command - A command sent to a single
station which initiates a pre-determined sequence.

Group Function Command - One of a number of
commands sent to more than one station to carry
out a pre-determined sequence.



4.2.

Tel
des

The

2.3 Teleindication

eindications are monitored binary information
cribing the state of the following:-

Automatic Devices

Alarms

Operational = Equipment (eg Circuit Breakers,
Isolators etc)

information can be classified according to a

number of different criteria:-

Acc

1

ording to the Format of Presentation

Single Point Information - 1In this type of
information only one bit is used to indicate the
state of the plant. A 'l' is normally used to
indicate true and an '0' to indicate false and as

both are correct no further verification should be
made.

Double Point Information - This type of
information uses two bits to indicate the plant

state -and gives four possible conditions as
follows:-

10 - Determined State On

01 - Determined State Off

00 - Indeterminate State Off
11 - Indeterminate State On

The first two states occur under normal
conditions.

The two indeterminate states occur due to a fault
condition or on transit from one state to the
other. Normally the RTU will not transmit this
condition if it arises due to the transit of a
slow moving device (eg an Isolator). In. the event
of an indeterminate state occurring the DA should
check its validity before displaying it to the
Operator.

"According to the Acquisition Method

Information may be received by the DA in a number of
different ways as follows:-

"1

CycClically - where the information is interrogated

as part of a pre-determined interrogation cycle.

This acts as a confirmation that no changes of
state have taken place.



2 Spontaneously - information that is transmitted
automatically from the RTU (eg a change of state

as the result of a command).

3 On Demand - information that is acquired as the
result of a specific request by the DA (eg where
no change of state has been received after a
command has been given).

In certain cases combinations of the above will be
used. For example the Spontaneous information
received may be in an abbreviated form requiring a
request from the DA to obtain the precise details,

According to the DA Processing

The information received by the Data Acquisition
should be dealt with in various ways depending on the
type of information.

All the information should contain bits which
indicate the station from which the information comes
the type of data and the actual data.

The DA should deal with this information in the
following ways:-

1 Information passed directly to the Data Base -
this type of information does not reguire any
processing by the DA and is only used when a
particular display is called for by the Operator.

"2 Information giving an event printout - this type
of information should be passed to the appropriate
section of the Data Base and should activate the
event printing and archiving routines. It might
also require time information which 'would be
expanded from the incoming data or where none was
present added. ‘ :

Information giving an alarm condition - this type
of information should be transferred to the Data
Base and should call the appropriate event
printing archiving and alarm display routines.

4.2.2.4 Telemetering and Telecounting

This includes instantaneous and integrated
quantities. Both are treated in a similar manner by
the DA_._

They can be classified from various points of view as
follows:-



According to the coding method
1 Pure Binary
2 Binary coded Decimal

3 Gray Code
etc

According to thé Coding Format

1 sStandard Zero

2 Centre Zero

3 Suppressed Zero

4 Quadratic cbnvegsion to Linear

The DA should be capable of interpreting which coding
method and format is being presented and: should be
-capable of transferring it to the Data:Base in a
standard form.

According to'the.Acquisition Method

Information may be acquired by the DA inthe following
ways:-

1 Cyclically - the DA should interrogate all the
Telemetering and Telecounting information on a
cyclic basis. The cycle time depending on the type
and importance of the information. Some of the
faster changing variables should have a-cycle time
of a few seconds while slower changing:quantities
could have cycle times up to 30 minutes: This
cyclic scan should be a flexible arrangement with
facilities to vary the updating times when
required. ' .

2 Spontaneously - some of the Telemetering may be
transmitted spontaneously by the RTU and should be
dealt with by the the DA with high priority.
‘Included in this type of information are
Telemetering quantities out of limits (where the
limit checks are done by the RTU) and Telecounting

information in which a variable has reached a pre-
set level.
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Oon Demand - the DA should be able to override the
normal acquisition of Telemetering and Tele-
counting information in order to get an immediate
update of a particular variable or variables. Once
the required information has been obtained <the DA
should return to its normal scan. The DA should
also be able to give a Freeze Command before

~taking a reading or series of readings. The DA

should also be able to collect readings
automatically at the end of a counting period (eg
every hour, every day etc.).

According to the DA processing

1

Information that is checked for overlimit
conditions - this can be sub—-divided into
informatién that only has upper 1limit constraints
and information that has both upper and lower
limits to be checked. If an overlimit condition is
detected then the appropriate event printing
archiving and alarm routines have to be activated.
Otherwise the new value of the particular wvariable
should be passed to the appropriate area of the
Data Base. The Overlimit check could be a two
stage function with the main check only taking
place when there was a significant change from the
previous reading (ie data reduction in the RCC).

Information that requires no overlimit checks
should be passed directly to the appropriate Data
Base allocation.

In both cases 1 and 2 above before passing the
cyclically acquired information to the appropriate
computations (ie translation into engineering
units, database updating, 1limit checking etc) it
is wuseful to <check 1if the difference of the
accuired data in two consecutive cycles is greater
than a threshold Ax which takes into account the
metering errors. This avoids meaningless
computations.

According to the Encoding Method

1l

Information transmitted singly - this information
should consist of a single variable with an unique

‘address identifying it.

Information transmitted in Groups - in this case a
aumber of variables are transmitted in sequence
with a single address identifying the ‘'group' of
information.
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4.2.2.5 Set Point Commands

Two types of Set Point Commands are generally used as
follows:~-

1l 8Single Shot Set Point Commands -~ these are
transmitted once only and with the same
reliability as ‘'Commands' (ie wusing checkback
before execute where this 1is employed for
commands).

2 Cyclically Transmitted Set Point Commands - these
are transmitted as part of the general
interrogation cycle and generally requlre a much
lower degree of security.

The user must specify the number of bits and the

coding method (eg pure binary, BCD etc) to be used.

The coding method should be determined by the type of

output required at the RTU.

In the case o0f Cyclically transmitted " Set Point
Commands the user has also to specify the updating
time. This is determined by the device that is being
controlled.
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4.2.3 Data Base Structure

This section explains the operational and functional
requirements of the Data Base structure and also
describes how these can be applied in one particular type
of Data Base. This is only one method of implementing the
Data Base Structure and is not necessarily the best
solution for all situations.

4.2.3.1 Data Base Organisation

The Data Base contains the data upon which the
processing is to be performed and in some cases the
'data that has been processed. )

“The Data Base should consist of three Major
‘segments:— =

- Data Acquisition Data (DAD). This segment should
contain the data that is acquired from the power
system, essentially measurements and statuses. It
should also include outbound data such as the
telecommands.

-~ Computed Quantities Data (CQD). Several types of
data can be created by computing information based
on the raw data. The CQD segment of the Data Base
should be the repository for these computed
quantities. 1Included in the CQD should be such
items as channel flow rates, energies, volumes,
etc.

- Pixed Network Characteristics. This section of the
Data Base is fixed and consists of Substation
Layouts, Power System Topology etc.

JFrom the logical point of view data belonging to the
'DAD and CQD should be organised by station, that is
every point should be associated with one and only
one station. : .

Data that cannot be assigned to a station which is
part of the system should be assigned to a 'Ghost'
station which logically replaces a nonexisting
station. It should apply to data such as computed
. totals or states. More than one 'Ghost' station could
be created and a name should be assigned to each of
them.

No particular constraints should apply to the
ordering of the data within the table-section
relevant to a given station.
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4.2.3.2 Data Identification

Each data point in the Data Base should be identified

and referred to by the application programs by means
of the 'identifier' (a symbolic name).

The identifier should be the abbreviated name of a
data point. It should be alphanumeric and from 1 to 8
characters in length.

Unique identification of data acquisition data and
computed quantities data should require a two part
identifier. The reason for this is that these data
points are unique only within a station. For example,
at Station A there might be a telesignal TS1 and a
telemeasurement TMl. At Station B there might also be
a teélesignal TSl and a telemeasurement TMl. Therefore
unigue identifiers for the above data are A.TS1,
A.TM1l, B.TS1l and B.TMl. No data point should require

more than a two part identifier for unique
identification.

Appropriate programs should be designed to allow
~access to the data base by the operator by means of a

mnemonic procedure to address a data point through an
'external name'. The 'external name' may consist of:-

- station name
- kV level

- point name

- data type

4.2,.3.3 Data Base Allocation

The various components of the data base (tables)
snould be predetermined to reside at.a given level of
the internal memory hierarchy. This determination
-=nuld be made by an analytical evaluation involving
D+ .imarily frequency of access and size. Based . on the
ovicome of this analysis the 1initial sizings of the
c¢ove-resident data base the RAD-resident.- data base
&1 the disk-resident data base are obtained. The
above allocation should be tunable and changeable
(within physical limitations) based on actual timing
and throughput characteristics.

For the most part the previous analysis also lends
insight into the number and size of the files to be

allocated on the mass memory devices. It should be
normal that a small number of large contiguous files
are allocated on the disks. This should be done in
order to avoid the overhead that is normally involved
with file operations, namely opening and closing.
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4.2.3.4 Data Base Access

The process/data relationship should be established
at design level in order to eliminate the need for
the processes (programs) to search and sort the data

on-line with negative consequences for the response
times.

The above interrelationships could be solved by means
of multiple chains which link the data together in
various ways, but a more efficient solution is to
remove these interrelational 1links from the context
of the data base and put them in the context of the
processes. A close analysis of what really occurs in
an RCC shows that there is typically only a
relatively small amount of 'raw data' in the system
and numerous processes. and visualisations which are
applied against that raw data. .

The raw data is represented by the data acquired from
the stations (ie TM's, TS's, etc).

At design level each process and visualisation should

be mapped to the raw data that it requires. This

mapping method provides the single most efficient andé
flexible arrangement of the system data base elements

and simultaneously allows processing to occur at

real-time rates.

Centralised I/0 Service In addition to the off-line
facilities described above certain on-line facilities
should be provided for access to the data base by the
various application programs. These features should
include the following ones:-

I/0 Service (IOS). A central service should be
provided - for access to any table. This service
makes it easy for a program to do data base I/0 as
all of the details are managed by the service.

Data Base Services (DBS). Three primitive services
(Find, Get and Put) should be provided for user
program access to the data base. These services
make it easier to access elements in the data
base.

Data Base Contention. Because there are a number of
programs running at a number of priorities in the
system task mix, it is possible in an ill-designed
data base to have write contention occurrences. The
following strategies should be employed to alleviate
these situations:-
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Sector Bounding., Because no - two tables can co-
exist in the same sector, the possibility of two

programs = writing into the same sector is
precluded.

Static/Dynamic Data Isolation. Wherever possible
the static parameters of a certain process should

‘be segregated from the dynamlc parameters of the
process. o

Slngle Source Update.“ Another design goal that
should be employed is to design the system such
‘that each table has one and only one module that
is- urespon51b1e for its update. ThlS precludes
-contentiOn problems. ' '

Interprogram Interlocks. As a f1na1 resort,

contention should be resolved by u51ng 1nterlocks
between the contending modules.’

Automated Data Base Inltlallsatlon. " Another function

which . should be provided ' is ‘the data base
1n1t1allsatlon at start-up tlme. i}

Three - modes of start—up ‘are normally ‘used (colad
start. warm start and. hot start)

‘An 1n1t1allsatlon program» should be provided to
1n1t1allse approprlately the oata base depending on
the type of restart :
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4.2.4 Data Management Software (DMS)

The data base already described contains both fixed
and variable items of data. The fixed data includes
the description of plant parameters, display formats
and local and remote equipment configurations whereas
the variable data contains dynamic information which
is «collected from outstations, input locally by
engineers or derived internally by the software
itself.

DMS is a package which provides assistance to the
manufacturer in constructing the data base or better

the fixed data items to be held in the data base. It
also provides assistance to the user in the
maintenance of the data base as changes occur. The
amendments should be made in a secure and efficient
manner,

An interactive DMS 1is preferred mainly for the
construction of displays as the user can more easily
visualise the layout of the display. The source data
preparation and interactive editing should occur via
VDU and Xeyboard with data presented in a user
oriented format. ‘

The DMS package should operate in the environment of
the reserve computer system. It should not interfere
with the primary computer functions with the
exception of the time when the new data base is
actually being produced on the reserve system.

At this point a failover process is necessary to
incorporate and test the new data base.

The egquipment which should be involved with the DMS
operations is the following:-

- Computer Console. The computer should be used to
invoke any function of the DMS initially. It
should be used to start a run, specify certain
options, designate input devices and stop a run.

-~ RAD/Disk. The rotating memory devices should be
used for storage of the map and definition files,
for temporary work space files and of course as
the destination of the data base itself.

— Line Printer. The system 1line printer should be
used for all hard copy DMS reports, for reporting
error conditions and for any other 1listing type
operations.
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System Console. A dedicated system console should
be used as the control and input device for the
interactive input stream. For the interactive
input stream two VDU's would be required, one
being the control VDU and the other being the data
VDU. The data VDU should be used only when
produclngjdlsplay backgrounds, as all other input

}functlons should be handled via the control VDU.

The DMS package should perform the following basic
functlons. _

to construct and maintain the data deflnltlon file
and  the map,” that is the data base archltecture
and allocation.

to process - the input data necessary to generate
the data base ‘tables.

to verify that —~certain known " relatlonshlps exist
in the newly generated data base. -

to provide the guidance and coordination of the
process- of switching to the new data base that is
to guide the operator in the necessary steps to
follow ‘and to inform the system software that the
restart is. due to the 1nsta11atlon of ‘a new data
base. -

to. prov1de a formatted report of the data base

‘contents - (both the map and the data definition

file and the formatted tables.

—
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4.2.5 Man-Machine Interface

4.2.5.1 General

‘The Man-Machine Interface (MMI) provides in the
Control Centre the interface between the Transmission
and Generation System and plant and the Operational
Staff. To enable the Power System to be monitored and
assessed continuously so that effective decisions for
operating the system economically safely and securely
the actual and evolving operating conditions have to
be presented in a manner that enhances comprehension.
The facilities provided must be suitable for all
phases of operation (eg normal emergency etc.). The
information must be provided to the Operational Staff

by the MMI on the basis of the following functional
requirements:-

- 1in sufficient quality and quantity
- in adequate time
- in a logical order

This should be done to enable the Operator to take
decisions in the most appropriate manner.

The information that is required is of different
types as follows:-

- Real Time Information (Status Alarm and Load Flow
Information) _ .

~ Historical Information (for later Analysis)

- Predictive Information _

- Support Information (fixed information)

The MMI consists of a number of different items as
follows:— c
= VDUs

- Keyboards

- Printers

- Mimic Diagram

The VDUs and Keyboards are normally incorporated in a

Work Station which also includes other items such as

voice communication equipment (ie telephones etc).
~ These other items are not dealt with in this report.

The particular functions of the four items of the MMI
(listed above) in a specific RCC depend on the size,
importance and status (eg existing or new) of the
RCC. )
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In a relatively small existing RCC the Mimic Diagram
should retain a very important operational role with
Control functions being carried out from it and most
'0of the indications and some of the alarms and analog
readings being displayed on it. In this case the VDU
and Printer should be responsible for Data Logging
and Event Recording facilities only.

In a large RCC the most important functional item
(from the user point of view) is the VDU.and all the
Controls, Data Logging and Event Recording should be
carried out from it. The Mimic Diagram has a role to
play simply displaying an overview of the System.

The various types of Telecontrol data  have differing
‘requirements for the MMI and these can be spec1f1ed-
as follows.

1 Teleswitching - Teleswitching commands are of
several different ' types but the methods . of
operation should be similar. Suitable . displays to
enable the teleswitching commands to be carried
out should be provided together with the required
-Keyboards.,The operation of each command should be

.recorded. on a Prlnter.

2 jTelelndlcat;on_- Teleindications consist of three
distinct types of information whlch descrlbe the
state of the following:-
(a)Automatic Devices (eg Protectlon In/Oue,
Auto-Switching In/Out etc)
(b)alarms -
(c)Operational Equlpment (eg C1rcu1t Breakers,
Isolators etc)

The p051tlon of the Automatlc Dev;ces should be
indicated on the appropriate VDU display and by a
printed message. Alarms should also be dealt with
in this manner but in addition they should give an
audible warning and an immediate message on one or
more VDU. Circuit Breakers and Isolators usually
change their state as the result of a
Teleswitching = Command and under these
circumstances they should be treated in a similar
manner to the Automatic Devices. When they change
their position automatically they should be
treated as alarms.

3 Telemetering and Telecounting - All telemetering
‘and telecounting information sihiould be displayed
on_ the appropriate VDU page together with
facilities for showing and altering overlimit
settings. in the event of an overlimit occurring
it should be treated as an alarm.
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Set Point Commands -~ Displays to enable these
commands to be carried out together with a printed
message detailing the Commands actually operated
should be provided. Both 'One-shot Set Point
Commands' and 'Cyclically Transmitted Commands'

should be transparent, in operation, to the
Operator.
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4.2.5.2 Visual Display Unit (VDUD)

The VDU displays information relating to the Remotely
Controlled Plant. The information is displayed in
such a way that it is readily and easily accessible
by the Operator. = : S

Three different functions should be performed by the
VDU and should normally occupy separate sections of
the display. :

Firstly it should display information on all or part
of +the system as requested by the Operator (eg
tabular displays could be arranged ' in a series of
'pages'). :

Secondly 1t should display alarm messages as’ they are
received. This is done irrespective of which ~Page is .
being displayed by the Operator.

Thirdly it:should give a response to - the Opérator's,'
commands (eg by directly echoing characters +typed in.
from a standard alpha-numeric Keyboard)..u s

The VDUs can be either monochrome or colour' ‘and can
display 1nformat10n in One of two ways:-

- Tabular -
- Graphical'“

These two types of displays are 'déaltiwiﬁhﬂfingthé“
following chapters.' A
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4.2.5.2.1 Tabular Displays

All Remote Control Centres should be equipped with at
least two VDUs.

The two VDUs shoﬁld be identical ‘and should

incorporate the same functions, Each should be able
to display any page of information either separately

or simultaneously.
The VDUs should provide the following displays:-

1 On request from the Operator the VDU. should
display the following functions:-

(a)Telemetering and Telecounting Information
(1)by station or group of stations
(2)by function (eg voltages, 1load flows by
area, hydraulic readings etc.)
(b)Teleindications
(1)by station or station voltage or “circuit.
(2)by function in some cases.

(c)Combinations of the above two functions by
station or item of plant.

(d)Operator controlled variables (eg 1limit
settings, both maximum and minimum, inhibits etc.)

2 The following should be dlsplayed automatlcally on
the VDUs :- .

(a)change of state of alarms and indicétions.
(b)Failures of %he'Telecontrol Equipmeht.
(c)analog values out of limits.

3 oOn response to the Operator's Commands the VDU
should display the following:-

(a)Echo his control operations.

(b)Acknowledge his' Commands (eg 'Message
Accepted').

(c)Respond to requests (eg 1limit settings not
available elsewhere).
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The Information Pages that can be requested by the
Ooperator should have a standard format. They should
incorporate at the top a title and time and date

information whlch is automatically updated by the
Computer. o B

Each page should then consist of a number of lines of
information. The: number of lines available for this
is dependent on the size of the VDU screen and the
space on the screen that is reserved for the other

functions, but at least 15 lines should be available.

The information on the page should be arranged. in a
logical manner with each variable clearly identified
by the displayed text (which in most cases will have
to be_abbreviated).’ln'the case of a Circuit Breaker
the station  name, ~ circuit name and ‘circuit
identification  (numeric or alpha—numerlc) would be
required to positively identify " it. This” should be
followed by the Circuit Breaker position which should
be capable of showing all combinations of  the input
1nformatlon_1nc1ud1ng the '00' and  'll' conditions.
These latter two should show clearly  that  the
incoming 1nformat10n is false. " ' '

Under certaln condltlons (eg. when a 1tem ‘of plant’ 1s'
under test .or-’an" 1nd1cat10n faulty) it :
necessary . to inhibit one ‘or more -variables. This'
should be - achleved by  a simple. two-stage procedure
(eg first 'select the variable by Cursor Control,
Light Pen  etc’ “and théen give an. inhibit” command).
An 1nd1cat10n should then be given on the VDU screen
next to the varlable ‘that the inhibit condition has
been applled The inhibit condition should be able to
be applied to all var;ables (1e ‘alarms, indications
and analogs) SRR o

When a varlable has ‘been ’inhibited any ~ changes of
state that occur should not be recorded.

When the Operator is carrying out Control Functions
which are normally performed using an appropriate
graphical display a two stage procedure should
generally be used with a 'select and confirmation'’
stage preceding the " actual ‘'execute' stage. On
completion of the 'select and confirmation' stage it
is essential that the displayed information page
(which could be abbreviated) should show clearly and
unambiguously the precise details of the «circuit and
device that has been selected together with any
abnormal conditions (such as alarms concerning the
circuit that is being controlled) that are present.
This display could also give the Operator guidance as
to the next stage of the operation.
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The Information that is displayed automatically will
occupy an area of the screen specifically reserved
for that purpose. It should display all changes of
state of alarms and indications, Telecontrol
Equipment failures and Analog Values out of limits,
The display format will either consist of enough
information to completely specify the particular
alarm condition or information to direct the Operator
to the appropriate information page.

The appearance of a 'change of state' should be
indicated on the appropriate area of all VDU screens
by the required indication. This indication will be
displayed in such a way that it is immediately

obvious (eg reverse video or a flashing signal) to
the Operator. ' -

The 'change of state' should also be accompanied by
an audible alarm which should immediately warn the
Operator of the 'alarm condition'. In certain
situations a two-stage audible alarm system should be
used with a loud initial warning being replaced by a
quieter intermittent device.

The ‘alarm message on the VDU screen should be able to
be acknowledged <£from the Keyboard associated with
either of the VDUs. ' Co

winen more than one alarm message is present the
Jperator should be able to display quickly and easily
211 the outstanding messages on one or more VDU
.;;fages. He should be able to acknowledge them singly
or collectively. He should also be able to display
- "he acknowledged messages.

" 1e messages should be queur ' in chronological order
= ad the number waiting >~ =32 dealt with should be
indicated. T

Messages relevant to al .- s of different priority
should be displayed by us’ . different colours.

Once the alarms and ‘'ct.:Jes of state' have been
acknowledged by the Orerator they should be
automatically stored in chrenological order on one or
more information pages. When the page or pages set
aside for this purpose have been completely filled,
the first page can be deleted either automatically or
manually with a copy of the page kept by the Printer
or on Disk or both.

Responses to the Operator's Commands should occupy
one line of the VDU display. This line would normally
be at the bottom of the screen.
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The first stage of the Control Function by the
operator is the 'select and confirmation' stage. It
should consist of the 'selection' by the operator of
the desired command string from predefined strings
displayed automatically by the system on the
appropriate graphical display. The ‘confirmation'
should consist in the colour change of the selected
field. o

The second stage. of the Control Function is the
'execute' stage. It should consist in the depression
'by the operator of a . specific pushbutton on the
keyboard. For safety reasons this pushbutton should
‘have a protective cap.
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4.2.5.2.2 Graphical Displays

The ability of the VDU to display graphical formats
is the most powerful aid that the Operator has in the
Man-Machine Interface.

In all except for the smallest RCCs some of the
information will be displayed in graphical display
formats. Normally the graphical displays would be
presented on colour VDUs with each Work Station
having two or three Colour monitors.

The following Graphical Display Formats should be
provided: -

- System Overview - With the present 1limitation of
display -size this has to be provided in an
abbreviated . or fragmented form with the Mimic
Diagram still providing the main representation.

-~ Sub-System Displays - These consist mainly of
displays of sections of the Electrical Power
Network being controlled but they could also
include Generation Displays showing the overall
prevailing Hydraulic conditions.

- Substation Displays - These are complex displays
of the substations under the control of the RCC.
They show the substation topology and help to
assist the Operator in deciding the correct
switching strategies to be employed.

- Hydraulic Displays ~ Displays of the Hydraulic
systems associated with the Hydro Generation
plantf

~ Analog Displays (eg Graphs, Histograms etc).

The System overview should be used to give the
«.pDerator an immediate indication of the overall state
2f the network. Use should be made of - the available
colours and symbols to represent the different
voltage levels and the particular network
~:onfiguration. In this type of format there is a
tendancy to display too much information making it
difficult for the Operator to understand. This should
be avoided.

The Sub-System Displays should give more detailed
information on discrete parts of the electrical
network. They should show Circuit Breaker Positions
and the main Power Flows (both Real and Reactive).
Hydraulic conditions should be shown in Diagrammatic
form giving information on Levels, Flows and Actual
Storages.



27

The Substation Displays should be the most detailed.
- They shoulé show all the relevant information from
each Substation. Circuit Breakers and 1Isolators
should be Identified by different Symbols and should
use different Symbols and/or Colours to indicate
their positions (ie Open or Closed). :

Graphical displays give the greatest scope for the
advantages of Colour Monitors to be utilised. Colours
can be used for the various voltage 1levels, for
different Circuit Breaker positions, to show that
" alarm conditions are present and for numerous other
functions.

As the main responsibility of the RCC is the station
rather than the system most of the graphical displays
will be displays  of the statlons. For this reason
character-oriented “rather than full graphlcal VDUs
are sufflclent for this appllcatlon.

The}graph;cal VDUs will also be used to dlsolay the
'changes of state' and other messages on --a message
area and. have a 'command' .line for = echoing typed.
;nput commands etc. : :

-'The“ various types of messages can be dlsolayecvln
‘different colours in order to dlstlngUlsh them with a
similar system being used for the commands
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4.2,.5.3 Keyboard

The keyboard provides the means by which the Operator
can communicate with the Computer. The 'keyboard!'
should consist of some or all of the following
items:-

(a)Standard Alpha-numeric Keyboard. This can be

used for calling up pages, entering missing
information, altering limit settings on analog
readings, carrying out control functions and

inputting messagdes that may require to be
transmitted. In any one system it may be used for any
or all of these functions.

Normally any dinstructions typed in on a standard
‘keyboard should be echoed on the 'Command' Line and
‘de-limited by using a particular key (eg the 'RETURN'
key or the 'SPACE' bar) Once an instruction has been
terminated in this way the Computer  outputs a
response on the 'Command' line to indicate whether or
not the instruction has been accepted as a valid one.

Specific . responses such as ('message accepted’,
' command unknown' ,etc) considerably assist the
Operator in the operation of the system and should be
used. '

To implement commands from a standard Keyboard the
Operator should use a series of mnemonics. These
should take the form of 2Alpha-numeric codes and
should be simple and straight forward to understand
and use. Abbreviations of the actions that the
Operator is taking is one way to achieve this., All
commands should be terminated by a de-limiter.

(b)Special Function Keyboard. This should consist
of a set of keys the number being determined by the
particular system requirements. These requirements
should also determine the function of each key.

These keys can be used for calling up pages altering
alarm settings and carrying out control functions.
They can be wused in conjunction with a standard
alpha-numeric Keyboard.

. The Special Function Keyboard may be a soft Keyboard
where the function of each key is determined by the
particular VDU display and is identified on the VDU
screen.

Use of a Special Function Key should either cause a
particular display on the VDU or should give a
response on the message line.
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(c)Cursor Controls. These are keys used to control
the position on the VDU screen of the 'Cursor'. They
enable the Operator to position the cursor on or
adjacent to a variable that has to be altered or.
controlled. The Cursor is normally controlled either
by five keys on the Alpha-Numeric Keyboard or by a
Joystlck type Controller or by a Tracker Ball.

(d)nght Pens. The light pen is a fast and reliable
method of selecting a particular item (eg for
selecting a Circuit Breaker that is going to be
operated). It has the disadvantage that the Operator
must be positioned very close to the VDU screen and
must have[a_stéady hand.

~ (e)Touch Sensitive VDUs. This is-a very new method
which has not so far been widely used. They have the
advantages of the -Light Pen (ie fast and reliable)
W1thout some of the dlsadvantages." .

with the 'present very sophisticated hardware and
software it is important that whatever type of
'Keyboard' is used the Commands should be as far as
possible unamblguous both to the Operator and the
Computer. It is invariably easier to select dlsplays

either by using a multl—stage dialogue or a series of o

straightforward mnemonics than it is to use ‘a numeric
code which has to be committed to nemory or extracted
From an- 1ndex. ' :
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4.2.5.4 Printer

The Printer keeps a hard copy of the information
dealt with at the RCC. This information consists of
" three basic types:-

(a)Event Recording. This should be a record of all
the “events that have taken place (eg 'changes of
state' of alarms and indications, control functions
etc). It should be a continuous record containing
information to specify the location the item of plant
and the event together with the time and date.

Each event that is printed should occupy a separate
line on the print-out and should be printed in a
-specific format. The print-out should give the
following information:-

-~ station name

- circuit identification (eg line name)
- device identification (eg alarm name)
- new state of variable

~ time and date

Some of the above information may have to be
abbreviated. .

The 'Event' printing should only use every alternate
line. This gives a text that is clear and easy to
read and positively identifies the 'events' from the
'request' printing.

(b)Cyclic Printing. This should be carried out at
pre~-determined specified intervals (eg every half
hour, every day etc).

(c)Request Printing. This type of printing should
be carried out on receipt of a request from the
Operator. The information requested and the format of
the printout should be one of a number of ty es (eg a
printout of a display or of the values of all the
readings of one type of variable).

In the case of display printouts all the 3nformation
such as title and time and date informatioh should be
. given. Usually with 'request' printing (t is only
_necessary to give the time information :.ce at the
beginning of the print-out.’

All 'request' printing should be printed «n way that
identifies it from the 'event' printing {@g by using
every line or indentation). It should al ;o preferably
start on a new page.
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Although all the printing may be carried out on a
single printer it is better to split the tasks and
use two printers. One Printer should carry out the
event printing and the other should handle the Cyclic
Printing and Request Printing. This not only ensures
‘that the continuous event log is undisturbed but also

gives an immediate standby in the event of a printer
failure. '

All the information that is printed should at the
same time be filed on disk or tape in order to
simplify any future automatic processing that is
required. -

Print Formats should use a Foreground and Background
structure similar to the VDU displays this gives a
flexible format which is more easily changed and
updated. ‘
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4.2.5.5 Mimic Board

All Remote Control Centres should have a Mimic Board
which is at present the best method of giving an
overview of the network but has the disadvantage that
it is difficult to update. In nearly all cases the
Mimic Board is an integral part of the Man-Machine
Interface. In some cases it will also provide a
first or second stage of back-up to the main control
point from which the Network is operated. 1In other
cases it will only form part of a first or second
stage of back~up to the Computer System. 1In this
latter case it should be driven directly from the
incoming data by the Line Buffer Units or by the
"Front End Computers. -

Tn the former case where the Mimic Board is not used
as a Control Point it can be driven directly from the
Computer System. This would normally be done using an
interface either hard wired or microprocessor based.

Where a number of stations are controlled from one
RCC the electrical interconnections Dbetween the
stations should be included on the diagram. This
would apply for all types of Mimic Board.

The facilities which should be displayed on the Mimic
Board vary with the size, importance and 1layout of
the system, Examples of the dlsplayed facilities for
two systems are given below:-

(a)A Mimic Board required only for bperational
purposes -and providing no back-up to the Control
Point should display the following information:-

- Circuit Breaker Positions
~ Controlled Isolator Positions
- A General Alarm for each Station

These indications could be displayed by a method
giving a clear unambiguous maintenance free
indication (eg Semaphore indicators or LEDs). The
type of indication used depending on the type of
Display System.

The Mimic Diagram can be used to give an added
safeguard that the Operator has selected the correct
circuit breaker. This is psychologically important
where the Operators have been used to operating from
a Mimic Diagram.

If this indication is required on the Mimic Diagram
then the type of indication used must be capable of
providing this function.
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(b)A Mimic Board providing a Control Point for the
Network and acting as a back-up for the Computer
functions. This type of Mimic Diagram should display
the following information:-

- Circuit Breaker Indications

- Controlled and Auto Isolator Indications

- Some other 1lsolator Indications

- A1l other Controls with their associated
Indications :

-~ A skeleton Alarm System

- A single switchable Analog Meter

The Indications and Controls for the Circuit Breakers
should make use of devices that give both indication

and control facilities (eg Discrepancy Switches or
LEDs with a separate control key).

The other controls and indications ¢ou1d either use
Keys with integral indications (eg lamps or LEDs) or
control‘Keys and hepafate.indications.

. Tap” P051t10n Indications for transformers with manual
- tap changing should be displayed on. seven~segment‘

dlgltal displays and the Alarms could use similar

- display- techiques to those used for. the indications
a53001ated with the controls. - A

,The ;analog ‘meter 1ncorporated ~in the Mimic Board
-should be scaled in relative rather than actual
units. It should only be used to give the Operator.
the relative value: of the load flows rather . than the
_actual values. : o
Whereg“the RCC is  also controlling Hydro—-Electric
Power Stations the Mimic Board should also display
nther functions. The most important of these are the
uydraulic Readings which are required for Water
‘ianagement. It is usual for a number of reasons to
fiisplay these in a diagrammatic form using Analog
meters for the Hydraulic Readings (eg  Reservoir
T::vels, River Flows etc) and LEDs for any Hydraulic
*larms .and Indications (eg Head Loss, Dam Spilling
etc). ' '
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4.2.6 Archiving

Archiving is the 1long term storage of Data. The
amount of data to be stored for long term analysis in
an RCC is relatively small. Most data is only
required for short term storage (eg post fault
analysis etc).

The data that has to be archived should be stored in
a form that makes retrieval and processing a
relatively straightforward operation.

This data should be stored on Disk or Magnetic Tape
‘or Cassette and if high security is required the data
- can be written simultaneously to two disks. With
large capacity inexpensive disks available this is an
‘option that can easily be justified.

Al though Disks are more expensive more bulky to store
and require more careful handling than Mag Tape, they
have the great advantage that different types of data
can be stored in separate files. This is not possible
with Mag Tape.

The Main Types of Data that has to be archived is:-

(1)Events
Alarms
Status Changes

(2)Cyclical Informatlon
Analogs (eg Periodic Load Surveys)
Integrated Quantities

(3)Outgoing Instructions initiated by Operator |
Control Commands
Set Point Commands

(4)Sequence of Events
Data transmitted with Time information for
Post Fault Analysis

(5)Pre and Post Fault Data
Information indicating the state of the
Network should be kept on Disk and
continually updated. When a Fault occurs this
Data should be written to the archiving media
thus giving Pre and Post Fault Conditions.
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',3 System Performance Criteria

4.3.1 General

The Remote Control Centre Equlpment should be
designed in such a way that it is secure in operation
but fast in - speed of response. Although speeds of
response are important they are only one factor that
has to be taken into account. ILike most. factors in
the ‘design of the RCC speeds of response are a
compromise between what is required and what is
‘practicable. The requirements that are set should be
such that they can be met by a solutlon that is cost
effective.

'Response times for a number of different functions
have to be considered under this heading and can be
categorlsed_as follows:-

- ‘Response times fo:‘information frbm and.to the RTU
- VDU Responses to the Operator's Instructions

An RCC has to monitor and control continuously that.
part of ‘the network for which it is respomsible.
‘Ideally, therefore, the Equipment of the RCC should
have 100%  total availability. Unfortunately this
figure is not attainable and the design of the system
must take account of this fact and the requirement
for the  system to operate in a degraded- form when

some of the equloment is unavallable. '
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4.3.2 Response Times

Response Times for a number of different functions
have to be considered under this heading and can be
categorised as follows:-

Response Times for information from and to the RTU

These will vary with the type and importance of the
information to be updated. Times for information
from the RTU range from not greater than four seconds
for circuit breaker indications to not greater than
30 minutes for water levels from large reservoirs. A
list of suggested maximum response times is given in
Appendix 1.

An important factor which has to be considered is the
modification of these Response Times when the
required information has altered in response to a
Command by the Operator (eg where a Circuit Breaker
has changed its position due to a Command by the
Operator the indication should be updated in the
range of one second).

The maximum response time for data transmitted to the
RTU should be not greater than one second.

VDU Responses to the Operator's Instructions

(1)Echoing his typed input. This time has to be
specified such that the Operator does not have to
pause during the input of instructions. Whether
use is made of an alpha-numeric Keyboard with each
character being echoed individually or a special
function Keyboard with Keys requiring a large
number of characters to be echoed the response
time to meet the criteria mentioned above is less
than 100 ms.

(2)Acting on the Operator's Instructions. Each
Instruction string used by the Operator will be
ended by some delimiter (eg the 'RETURN' key)
which causes the Instruction to be implemented.
Within 500 ms a response to the Command should be
given. This will take the form 'Message Accepted'
etc if the 1Instruction is correct and has been
accepted by the Computer. If the Instruction is
incorrect then the response would be of the form
'Invalid Input.

For tabular Alpha-numeric displays the page should be
completely written within two seconds. For more
complicated graphical displays a figure of four
seconds should be achieved.
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These figures assume that none of the pages displayed
at the RCC require any complex calculations to be

carried out before the complete display can be
prese’nted to the Operator.
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4.3.3 ‘Availability and Degradation

The Requirements for simultaneous action and the
taking over of functions is of importance in the
dimensioning of the.  system and assigning the
functions. Also important are the varied specified
priorities for simultaneous operation and the
ability, in some cases , to wait a certain time until
a function becomes available.

It is desirable that some reduced operation

capability should be available even in the presence
of faults in the information system (ie so called

- 'graceful degradation', see fig. 1).

4LSystem .
Availability

Statistics
Functions

The Operational Eng.
Functions

The Operational Attendants
‘Functions

_ System
“ Faults
Fig. 1 Graceful Degradation

The functions in the figure are described below.

The Operational Attendant

“here a hierarchical structure of control is used the
Operator in the lower layers should be able to take
over specific functions from ithe upper layer in the
event of an equipment malfunction or communications
failure.

It is desirable that the system be so designed that
~ operation even in a  degraded state (poorer
performance, more cumbersome procedures, priority
equipment only etc.) can be carried out even with
faults in the information system.
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Operational Engineer (operetions management)

The Operational ,Ehglneers in the RCCs are the
executive organ for operations management and
represent the operatlons offices. Both are also in

.charge of plannlng functlons for their respective

networks.

They should in their duties and through their
operating positions have access to the same functions
as the operators.

During faults in’thetinformation system when capacity
limitation:s apply these functions may be suppressed
so that the operator s functions are given prlorlty.

Proce551ng of Statlstlcs and Analys;s of Faults

Statistics funct;ons»should be able to be performed
simultaneously . with" other “information system
functions and be available at the various control
centres for their’ respectlve networks. Faults which
involve “temporary - limitations of capacity - should
cause these functioéns to be assigned 1ower prlorlty
than the operatlonal functlons.

Availabiliﬁy'Requireﬁents;ff

When dlmenSLOnlng a’ svstem conflgured as . above. the
follow1ng availability requirements could be used (T

.is .the total time per. year when 'the function 1is not
'avallable,»F is the number of faults per year)

‘Any non—vxtal functlon lost rbut:theHﬁmainﬁccntrol
functlons still ‘available: : N
100.hqurs/yearu- _F_;-ZO faulte(yeag

All vital functions in a control centre
unavailable: '
T = 10 hours/year F = 2 faults/year
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Hardware Configuration

4.4.,1 General

The actual Hardware required for any particular
Remote Control Centre will largely depend on the size
of the RCC (ie the amount of information that has to
be processed and the variety and complexity of this
processing).

The recommended system is shown in Appendix 2.
4.4.2 Computer Systems

It consists of Dual Computer Systems one acting as
the Primary Computer with the other, Secondary
Computer, on 'Kot' Standby having a Database
containing exactly the same Data as the Primary
machine. The two systems can be either 1loosely or
tightly coupled. In a loosely coupled system data is
transferred by means of a data link or input/output
devices. In a tightly coupled system data is
transferred via shared memory. Apart from the largest
systems loose coupling is preferable.

Each Computer System should consist of a Main
Computer for Data Processing and Display tasks and a
Front End Computer (FE) for Data Acquisition. The
Data transfers between the two computers should be
arranged so that in the event of a failure of one FE
and the other Main Computer it would be  possible to
cross connect the operational FE and Main Computer.
Each Main Computer should have a Console (either a
VDU or a Printer). Tne Printer is preferable as it
can keep a hard copy record of the start-up dialogue.

The Main Memory of each Computer should be semi-
conductor RAM although with the high performance of
modern micro computers some PROM may also be
included. As the semiconductor RAM memory is volatile
it should be equipped with a no-break supply. Battery
Back-up should be provided even where the Computer
system has its own UPS.

Initially in a predefined worst case condition (see
Appendix 3) the Computer Processing Utilisation
Factor should not exceed 50%. Similarly the amount of
Computer memory used should not exceed 50% of the
Maximum capacity.
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4.4.3 Disk Memory

All systems require some form of Disk Memory. In
small systems a 'Memory Based' arrangement could be
used with the disks being used for -program loading
long term storage _of data and any 'off-line'
functions which are undertaken. As the Disks are
liable to be the single least reliable part of the
Computer System, a ‘'Memory Based' system would
improve System reliability. In this type of system
relatively slow access small capacity disks (eg
floppy disks) would be suitable.

All larger"systems should use disk based operating
systems requiring large capacity disks with fast

access times p0551b1y even some fixed head disk (RAD)
capac1ty.

‘The Minimum Requlrements for the Disk Memory are as

| - follows:i-.

- (1) For a 'Memory—Based' system

Tw1n DlSkS each’ w1th at least 150 KB of storage,
& ‘mean: -access -time’ less than 100 ms " ‘and an.
1nformatlon transfer rate ~ of 30000 Bytes, per
second Coe ' :

(2) For.a 'Disk—Based' system

_Tw1n Dlsks each w1th 10 . MB of storage, ' a mean
access time less than 10 ms and an information
transfer rate of greater than 100000 Bytes per
second . o : .

In all cases where an FE is employed it w111 make use .
of a 'Memory Based' 0perat1ng System.
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4.4.4 VDUs

The RCC will require a number of VDUs, the number and
type depending on the size of system used.

The System shown in Appendix 2 proposes two VDUs each
with its associated Keyboard per operating position.

Where Monochrome VDUs are used they should normally
be of the alphanumeric type with standard keyboards.
The VDUs can be driven by either a Serial or Parallel
Interface. Serial Interfaces are simpler and should
" be satisfactory for most applications. Using seven
bit ASCII codes a complete display (80 7 characters by
24 lines) would be written in one second at 19200
bits per second.

Colour VDUs should be of the semi-graphical seven
colour type being able to display all the alpha-
numeric characters as well as a number of graphical
symbols. A typical Colour Display might have 36 lines
each of 72 characters with each character using an 8
* 6 dot matrix. The VDUs should be driven by
conventional RGB or RGBS signals. Where Colour
Monitors are used the Computer Console should be a
separate Monochrome VDU and should interface to the
Computer wvia a Serial 1line. The Colour Monitors
should preferably be used in pairs with one Keyboard
per pair.

With the present advances in displays true Graphical
VDUs and 1large projection VDUs may well become
standard bits of hardware in the near future.

4.4.5 Printers

Two Printers shoidld be used each one capable of
printing 132 characters per 1line at a speed of not
less than 30 characters per second. They should be of
the Matrix type capable of printing all the Alpha-

Numeric characters (lower case letters are not
necessary). .Each Printer should be driven from the
Computer by means of a Serial Interface using

standard seven bit ASCII codes.
4.4.6 Mimic Board
The Mimic Board should be a wall panel of a size and

in a position such that it can be viewed from any
Control Position.
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All Circuit Breakers and Isolators should be
displayed using discrepancy or semaphore indicators
or Red and Green LEDs. All three methods give an

unambxguous indication with equlpment that is largely
,malntenance free.

Alarms can be 1nd1cated by 51gna1 llghts or LEDs.

Analog aIndlcatlons such as 1line load flows should
either use Moving Coil Analog Meters driven from the
. Computer via a DAC or Quartiles. Where Analog Meters

:are'used'they_should‘be scaled in percentage. Digital

‘Meters; are - not recommended for this type of

_1nd1catlon.

The only functlons for which dlgltal indications are

- recommended are frequency and the .control centre
'zclock._Dlgltal readlngs and or Recorders may also be
used for - Total Generation (both Tnermal and Hydro)
and,lnter-reglon and 1nternat10na1 oower transfers.

The }Mlmlc 'Board should be fed from the. Front End
'Computers by means of a Ser1a1 Multlplexor..'

*';Lane Buffer Units

, . 1ne Buffer ‘Units (LBU) convert oarallel signals
from ‘the FE to a serial code for transmission to the

. - RTUs.- and conversely convert serial 51gnals gfrom the

,-,RTUs to oarallel 51gnals for the FE - ' .

. mlcroprocessor based and shoulq
' communlcate w1th the RTUs utlllslng the aanroprlate
'protocols.‘_
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Software Configuration

4.5.1 General

The RCC software configuration should present the
following features:-

- have a high reliability, a safe operation and good
response times; '

- allow the software updatings and/or upgradings (eg
integration of a new function, modification of
parameters etc) to be carried out simply;

~ have an efficient diagnostic systemn.

The above features require a particularly effective

real-time operating system, modular application
programs and on-line diagnostic programs.

The system design development testing and integration
of programs should be accomplished by means of a Top
Down Development approach. '

The software integration should utilise the Skeleton
System technique that provides an interface

verification process in the earliest possible stage

of the software development. - :

The Skeleton System should comprise - the Operating
System services and small pieces of code which are
called 'stubs'. A stub is very simple code which is
used to simulate a program not yet -developed. The
Skeleton System will Dbe used to verify the static
interfaces defined for the relevant real programs

.whose implementation will come later. As & result of
this activity any potential logical .design errors

which are encountered may be removed from the design
svecification.

The 'stubs' will be subsequently replaced with more
complete and real versions and therefore tested in an
environment more and more close to the final one.

As far as the‘ programming language is concerned
Structured Programming should be adopted by utilising

"high-level languages as much as possible.
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In the software configquration it is possible to
identify three main areas:-

- Basic Software
- System Software

- Appllcatzon Software.

The 1nterconnectlon of these three main software
blocks in building the complete software system is
shown in simplified form in Fig 2 :

Device 1| {Device 2| 1Input/Output.  pPevice n|
_ Storage etc

BASIC SOFTWARE

3

' SYSTEM SOFTWARE .

T 1

. APPLICATION .
SOFTWARE -

'Fig 2'The'Main'SoftWére5slocks
~Jood. structured software svsteﬁ‘will _erisure that
nglng the' Computer System w111 ‘only reguire the
uublc software to be changed. :
4-5.2,Ba51¢-Software~j

The Basic Software performs the main ~function of
supervision and organisation of the.data and programs

_dlstrlbuted on the basis of priority response times

and hardware and software conflguratlon.

The Basic Software con31sts of four main blocks:-

- OQOperating system

Compilers

Utility programs

Maintenance programs
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As far as the operating system, which is the base of
the Computer Software, is concerned it should be a
real-time multiprogramming user-oriented operating
system. It should provide memory management and
protection intertask communication and data
management services. It should allow fully protected
foreground and background tasks operating
concurrently while still maintaining timely responses
to real-time demands. Some of the significant
features of the operating system and its extensions
should be:-

- Multiprogramming

- Multitasking

= Assignment and management of the processing
software priorities _

. -~ FPoreground/background processing

- Multilevel access to I/0 devices

- Comprehensive error recovery

~ Programs and data protection

- Recovery of the processing state and auto-restart
after a power failure. '

The operating system and its extensions should also
take into account the adopted hardware configuration
(dual computer, dual-port disks etc) and should allow
the CPU utilisation to be determined. It should also
check that there is no program preventing the
execution of lower-priority programs.

Compilers are needed for translation of programs
written in high-level languages. '

Utility programs consist for example of routines for
data input/output, debugging, file opening on random
. access memories - and similar functions. Sometimes
these programs are part of the operating system.

..Maintenance programs are needed for hardware and
software checks and should include an efficient on-
iine debugging system which can be utilised during
the system generation and testing as well as during
the development of new programs.

4.5.3 System Softwace

The system softwar: development should be . based on
the use of modular programs.

The programs should have a standard structure
organised on two hierarchical levels:-

- the main module having the function of co-
ordination
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- a. set of specific sub-modules oriented to
particular problems.

These sub-modules should be easily changeable and
replaceable. » .

Each sub-module should be able to communicate data
and parameters to several sub-modules at the same
time either through direct calls or through the
corresponding main modules relevant to -the calling
and receiving sub-modules.

The _system,software of an RCC should be organised
through theafollowing main program groups:-—

- Data acqulsltlon and transmission from and to the
RTUs and the Dispatching Centre

- Processing of binary information
- Processing of telemetering 1nformat10n
- Command.software
- Topology programs
-~ Man~-machine dialogue
- Simulation software for tralnlng o
- 'Data base and display -pages nanagementn
- Arch1v1ng ‘management.
- Logging management

- Data'modification system

4;5;4vﬁpplicatibn,Softwafe
The. crlterla of modularlty described for *the System

Software should also  apply to - the Application
Sofuware. “  - AP

The Appllcatlon Programs are - typlcal of- a wglven RCC.
They w1ll be used to solve special programs.

This appllcatlon will generally use noaules ‘and sub-
routlnes 'of the System Software.r '
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Testing

4.6.1 General

A comprehensive test programme has to be provided for
the RCC that assures the system meets the operational
requirements and the system performance specified in
the User specifications. Testing should start early
in the development phase and continue throughout the
RCC project. The test programme should include
module, integration, acceptance and availability
demonstration tests. :

The User should be responsible for factéry and field
acceptance tests with assistance from the
manufacturer . who will take care of the detailed test

- procedures. Testing will be accomplished by the

manufacturer with the User's supervision.

The test procedures are a collection of tests where
each test contains the following:- )

A Description of the item to be tested referencing
" the appropriate section of the User specification.

B Description of the test configuration,i.e.,basic
HW and SW required with any additional test SW
and/ or BEW required which will be supplied by the
manufacturer.

C Descrlptlon of general procedure to be followed
coupled with the expected results of the tests.
This can be accomplished in many cases with single
statenents and/or tables.

The purpose of the test procedures are to 'provide a
structured environment . so that ‘all personnel

.associated with tests have a basis for agreement on

the test results.

4.6.2 Module and Integration Tests

' Each HW and SW module will be subjected to a set’ of

tests by the manufacturer prior to the acceptance
test. Emphasis should be given to the following
tests:-

A HW/HW integration tests: they demonstrate that the
interface between two HW modules is fully
operational. Testing is typically conducted with
diagnostic or test SW that should be included in
the RCC supply.
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B SW/HW integration tests: they demonstrate that the
SW can operate the HW properly.

C SW integration tests: detailed SW testing must be
conducted on all new SW that is to be developed.
This testing should begin with the verification of
the basic function to be performed by each module
and progress through a logical sequence as all
required functions are completed and integrated
into the system. A top-down approach is. strongly
recommended to manage SW development and testing.

The test pfoeedures should be made available for the
User who may witness these tests at his discretion.

4.6.3‘Factofg,ﬁchptepce Tests (FAT)

The RCC Vsy“étem- .should be subjected to a FAT to
demonstrate: the system:  functions, performance and
system reconflguratlon capabilities. Two or more RTUs
should be . 1ntegrated with the system. Meanwhile"
simulations will:  be made to verify the communlcatlons
load w1th the remalnlng RTUs and the ACC.

4.6.4 Fleld Installatlon and Acceptance-: Tests (FIAT)

_Installatl n. of the RCC will be 1n1t1ated follow1ng
the successful_ completlon of the FAT provided that

~all the- equlpmen has been run c0nt1nuously for at
least .200 - hours :the .factory.

Durlng the’ FIAT ‘the .avallable RTUs will be used in
actual. operatlo to verify that data can be- acqulred
from the stations and control commands can be issued
to .the statlon dev1ces. T

- subset of the FAT procedures will be repeated
*uring FIAT and in addition tests will be carried out
to check the proper installation of the RCC equipment
(eg on and off switching to verify no . mutual
-influence of different equipment, transients on the
UPS within the alloted ranges etc.).
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4.6.5 Availability Demonstration Tests (ADT)

The RCC computer system should be subjected to a
continuous 2000 hour availability demonstration test
to verify that the RCC will meet an availability of
0.999 for vital functions and 0.99 for non-vital
functions. The test is deemed unsuccessful if during
the 2000 hour availability period -any of the vital
functions are unavailable for a total time of two
hours or any of the non-vital functions are
unavailable for a total of 20 hours. A function will
be considered available only if it is fully operating
without any performance degradation.

During the ADT every instance of failure shall be
‘diagnosed and repaired and the component restored to
service. If the failure is in a HW element the total
time for diagnosis, repair and restoration to service
shall be counted as unavailable time.

If the failure is due to SW which does not repeat
itself after a re-try, then the diagnosis, repair and
restoration time shall not be counted as unavailable
time. However, before the re-try all the necessary
tests and dumps of main and auxiliary memory for
diagnosis shall always be done first. The time
necessary for these tests and dumps shall be
considered as unavailable time if the standby
computer is unavailable for failover. However if the
'standby computer is unable to perform the primary
function after failover the necessary dumps will also
be performed on this computer - and the required time
will be computed as down time. T '

The time it takes for automatic failover in a
redundant  configuration shall be <counted as
unavailable time. 1If the configuration is non-
redundant, such as during preventive maintenance,
then the time it takes for manual restart shall be
rounted as unavailable time. ,

In order to have a correct recording of unavailable
time an appropriate log shall be kept.
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4.7 Installation

Installation covers planning co-ordination and other
activities applicable to the installation of Control
Centre equipment. ‘

The installation phase includes all activities necessary
to get the equipment: which has been verified in the -
‘Factory Acceptance Test (FAT) working correctly in the
predefined operational environment.

As part of the Project Realisation the contractor should
- develop maintain and by formal procedure update an
Installation Plan. This plan should include a schedule.
relating time tasks and resources and should serve as a
vehicle for co-ordination of the efforts of purchaser and
~contractor in the areas. of facility preparation, service

and supply systems, installation, installation testing
and commissioning.

The Installation Plan should be submitted. to the
purchaser for review and approval in accordance with the
_ contractual schedule..

The follow1ng act1v1t1es are 1nc1uded in the 1nsta11at10n'
- phase:- :

~  unpacking and delivery checking

- equipment montage

- connectlon of all “necessary cables

-  connection to’the telecommunication equlpment
- installation’ verlflcatlon

Following a successful  installation ‘the = Fleld
Installation and _ Acceptance Test (FIAT)  will be
initiated. R _ .
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4.8 Commissioning

Verification Concept

Testing and function monitoring needed to demonstrate
conformance with requirements will be performed during
different periods of a verification process. Verification
therefore is an integrated concept  implying successful
completion of all periods. Any acceptance relative to a
period of the verification is thus conditional up to the
point of final Acceptance.

The verification process will include the following
elements:

- 'Factory Verification (FACT)
- Field Verification (FIELD)

- Final Verification

Factory Verification and PField Verification will be
performed for each RCC and will be scheduled for

different periods in accordance with the contractual
. schedule.

Final Verification will be scheduled for a period
following the acceptance of all other verification
periods. This verification will be performed for the
entire system to finally cover system performance and
total " integration-and interaction aspects. ' System test
shall be performed during the Final Verification Period.

Conditions for Acceptance

The following are the «criteria for  acceptance and
suctessful completion of a verification period.

- All requirements subject to test have, after
evaluation, been proved to be fulfilled in accordance
with criteria given in the Test Specification.

and

L - All events logged and handled in accordance with the
Event Procedure have either been classified as non-
relevant or the Power Company and the Contractor have
agreed upon conditions and measures to correct the
causes of the Event.

It shall be noted that Verification acceptance 1is a
necessary but not sufficient condition for acceptance of
delivery as defined in the contract.
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4.9 Maintenance

The following items are an example of a Power Company's
long range objectives concerning maintenance and support
of the 1nformatlon system's hardware.

(a) Systems owned by the Power Company should be
maintained and supported by the company. -

(b) Systems, components etc. acquired by the Pow3f Company
should be provided with built in functions for
automatic fault monitoring and fault alarm.

(c) Principally maintenance should be required‘vonly when
faults occur in the system. This means that the
future need for preventive maintenance (inspections,

test etc. on a scheduled basis) will be drastically
reduced.

'(d) System faults should be ellmlnated by the replacement
of LRUs (Line Replaceable Units).

Information System Maintenanee

The Information System should monitor itself as ‘far°esf
-faults are . concerned. The resulting fault indications
should be individually classified in several alarm.

" ‘categories. : ST

Certain categories go to the Operator who  “calls the

‘Maintenance Personnel. One category alarms the Operator

‘even if the Control Centre is unmanned. s B

All alarms are printed out in the information system log.

System Mainyenance;eenSisﬁs}Qf‘the‘fellowing;eiemente:-w.

A. Examination of the Information System functions.

B. Fault location.

" C. Measures for restoring functions upon a fault.

D. Evaluation of the Information System'statistids;

Maintenance Personnel should trace faults in the
following steps:- '

(a) Fault Monitoring and Localisation, FL1

All system components shall be included in the FL1
function.



(b)

(c)

S

By using FL1 procedures it should be possible to
localise a fault to a faulty system part and the

geographical place of that part (this could also be
interpreted as the room in which the part is
situated) in no more than 30 minutes.

Fault Isolation, FL2a

By following the FL2a procedure the Power Company
maintenance technician shall be able to perform a
complete system repair at a system mean down time of
no more than three hours for 90% of the product
faults. :

System mean down time includes, in general, time
elements for:-

- preparation‘at site

~ fault isolation to faulty LRU

- disassembly

- exchange of faulty LRU

- reassembly

- system restaft

~ putting the site back to original shape
~ system check-out |

Logistic delay time is not included in these three
hours. '

By using FL2a the maintenance technician should be
able to decide if FL2b procedure must be used at a
mean time of no more than three hours.

Fault Isolation, FL2b

By following the FL2b procedure the maintenance
technician. shall be able to diagnose a fault to
~ither software or hardware and to eliminate at least
90% of the 10% of the hardware faults that cannot be
eliminated by following FL2a.The system mean down

"time - excluding 1logistic delay time - shall for

these faults be no more than 12 hours. The system
mean down time includes the same time elements as
stated for FL2a.
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4.10 Facilities

4.10.1 General

In order that the Remote Control Centre can carry out
its Functions in ' an efficient and secure manner
certain facilities have to be provided which are not
directly connected with the Electrical Network that
is being controlled. These facilities include:-

-~ Power Supplies

- Aair conditioning
- Fire Protectien'
; Security

Each of these facilities must be provided in such a
way that the main Remote-Control Centre Equipment is
completely secure in -~ operation. But it must not be
allowed to interfere . with’ the vthe'Operation of the
Remote Control Centre.‘ B : - ’

The Monltorlng and Control of these systems - is a
significant Control problem. The best  and most
logical method of overcomlng thls problem is to use
an RTU in the RCC to - gather the 1nformatlon. This RTU
can be 1nterrogated in '@ similar manner to all the
nther RTUs in the" system -with the 1nformatlon ‘
presented to the Operator in the normal way using

standard formats., U . " S
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4.10.2 Power Supplies

All the equipment should have battery backed no~-break
power supplies. The Power Supply should be as secure
as can be economically justified. Two Mains Supplies
and a diesel are a reasonable basis to obtain.

It is important that the standby diesel generator is

of sufficient capacity to power all essential
services. These include not only the Computer Systems
and peripherals but also the Air Conditioning
especially for the Computer Room and in some cases
the Control Room as well.

For the d.c. equipment one Battery with duplicate
chargers should be provided. With the reduced power
consumption of most modern equipments separate

batteries and chargers for each piece of equipment
may well become standard in the future and 1is an

alternative to the single large battery and chargers.

All batteries should be capable of supplying the
equipment connected to it. for a period of not less
than one hour. ' '

Computers which are generally a.c. operated. should be
supplied from no-break supplies. These should be
provided by dual Inverters each supplied from a
separate Battery and Charger with the system
automatically reverting to the Mains in the event of
a failure of both Inverters.

In the near future there is liable to be a marked
trend to d.c. operated Computer Equipment thus
allieviating the requirement for large no-break a.c.
supplies. To get the the full benefit from this
change VDUs and Printers will also have to be capable
of operating from a d.c. supply if Inverters are to
disappear completely.

All the Power Supplies will have to be provided with

suitable monitoring equipment (eg Power Supply Fail

and Low Volts alarms). Battery Chargers require

alarms for Mains Fail, lLow Volts, High Volts and

where an unearthed battery is used an Earth Fault
Alarm is also needed.

I1f separate fusing arrangements are used (eg on the
Mimic Board) the fuses should also be monitored as
failure of a fuse especially on a Discrepancy diagram
can have serious consequences.
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The Standby Diesel Generator also has to be monitored
and Alarms such as Fail to Start, Diesel Set Running,
etc will be required.

All these alarms will be 1nput to the RCC Computer
via the lLocal’ RTU. '
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4.10.3 Air Conditioning

Most modern Computer Equipments consume large amounts
of power and give off a great deal of heat. They
usually incorporate some type of Disk system which

requires a clean environment and a very closely
controlled temperature.

The temperature of the equipment may well differ
considerably from the ambient temperature of the
Computer Room. It is therefore important to ensure
that the Computer Equipment itself ~“is adequately
cooled.

The Air Conditioning equipment must be capable of
~meeting these requirements. The Computer should be
housed in an Air Conditioned Room -~ with the
Temperature and Humidity carefully controlled.

The Computer Room should be kept at a positive
pressure as compared to the rooms round it in order
to keep it dust free.

Any Disk Cartridges that are required (eg blank disks
for archiving or spare system disks) should also be
kept 1in the Computer Room in order to reduce the
problem of Temperature differential between the
actual disks and the disk drives.

The following are typical requirements for the
Computer Room and Contrn?! Room:- ‘

Temperature {(Computer Room) +18 to +24 C
Temperature (Control Room) +18 to+22 C
‘Relative Humidity 40 to 60 %

Max Rate of Change of Temp 5 C/hour

With the present high energy costs and energy
conservation schemes, the heat produced = by the
Computer Systems should be recovered to heat other
parts of the Remote Control Centre.
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4.10.4 Fire Protection

Modern Computer Equipments contain much less stored

' energy than those of the recent past (eg no power
- supplies with large capacitqrs).

‘The fire risk and the requirement for fire protection
‘equipment is thus lessened. The minimum requirement

is smoke detection and portable Fire Extinguishers.

The Smoke Detection Equipment =will bring up the

appropriate alarms via the Control Centre RTU and
also initiate a separate Fire Alarm.

v.Fire Extihghishérs used in the Computer Room should

be carefully chosen so as to. do as 1little permanent
damage. to the Equipment as possible. The factors

:whighfhave to be taken into account are:-
- - Low Toxicity
- No Residue

- 'NOhZCOnductive

=" Non Corrosive

A_“,éﬁitable Extinguisher which fulfills these

| - requirements is Halon 1211.

The Computer Equipment will ‘also be equipped with
'some ... form  of - protection to - detect excessive
" temperatures. This could take the form  of Thermal
~Cut-Outs which would switch off :the:: appropriate
- supplies. As most problems with over heating in the
Computer Equipment are caused by the failure of

Cooling Fans, monitoring of the Fans gives warning
before the actual over heating problems develop.

If more protection is required then the Computer and
Equipment Rooms should be equipped with Sprinklers.

It is essential that all the Rooms equipped with
Smoke Detectors are 'No-Smoking' Areas. This also

helps to keep a clean atmosphere in the Computer
Room.
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4.10.5 Security

A Remote Control Centre exercises complete control
over a large part of an Electricity supply Network.
The complete failure of the RCC could lead to the
greatest difficulty in operating and maintaining a
secure stable and safe system. It 1is therefore
extremely important that the RCC which comprises the
actual Control Room together with its associated
Communications and Computer Rooms is treated as an
area of high security. The following actions should
be taken to ensure this security:-

- No entry to the RCC for Unauthorised Personnel

- Comprehensive Intruder Alarm System with the
Alarms input via the local RTU

- Control and Computer Rooms should be secure
windowless rooms

- Precautions to prevent unauthorised or inadvertant
operation of the Computer System
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RESPONSE TIMES

(a)Analog Measurements

1 Electrical Quantities
Pump/Generator MW and MVAR :
Pump/Generator Current (ac and dc)
Pump/Generator Volts
Transformer Current
Line Current
Line Volts
Busbar Volts
Frequency

2 Physical Quantities
Generator Speed
Temperature
Wind Speed
Wind Direction

3 Hydraulic Quantities
Water Levels
Head loss
River Flows
Gate Openings

(b)Indications

1 Electrical Quantities

Circuit Breakers

Isolators ’

Tap Positions :

Other. Inds. .associated with Controls
~Other Inds. not associated with Controls
2 Hydranllc Quantities

Gate ‘Positions

ValVe'Positions

(c)Alarms

1 Electrical Quantltles
Trip Alarms
Non- Trip Alarms

2 Physical Quantities
All Types

3 Hydraulic Quantities
All Types

(d)pigital Measurements
1 Electrical Quantities
Integrated Readings
Frequency
2 Hydraulic Quantities
Water Levels
Gate Openings

10
10
10
10
10

10

10
30

30
10
30

10

10
10

10

10

[T -

30
10

30
10

secs

. secs

secs
sSecs
secs
secs
secs
secs

secs
secs
sSecs
secs

secs
secs
secs
secs

sécs
secs
secs
secs
secs

sSecs
secs

Secs
sSecCs

Secs

secs

mins
secs

secs
secs



APPENDIX 2

HARDWARE CONFIGURATION

LINE ROFFER oS

MiMIC

ROARD
FRONT END) [FRNT END  lopen
CoMPUTER COMPUTER i

‘o other
>‘< CoanRoL

CEATRES

Mm:Q - MA W)

CoMPUTER CoMPOTER]

DSKs DiSks

VOO — — — — — —yby PTY Ty




APPENDIX 3

WORST CASE CONDITIONS

With regard to the RCC worst case conditions the follow1ng one
hour contingency must be considered.

(a)
(b)

(c)

(4)

(e)

(£)

(g)

All the RCC equipment operates normally.

The data. exchange with the RTUs and the other Control
Centres operates normally. :

20% of all the teleindications are coming from the RTUs
with uniform distribution during the hour.

10% of all the telemeasurements are in excess of their
limits with uniform distribution during the hour,

408 of the'imeasurements vary between  two consecutive
acquisition cycles. '

50 teleswitchihg ‘commands are ttransmitted to the RTUs
through the VDUs with uniform distribution during the
hour. o o '

Normal operations are carried out- by the operatdrs at

their work stations (ie acknowleaglng alarms, calling up
dlsplays etc. ).
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